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Summary

CVE CVE-2019-7612

State PUBLIC

Assigner security@elastic.co

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-25 19:29:00 UTC

Updated 2020-10-05 20:38:00 UTC

Description A sensitive data disclosure flaw was found in the way Logstash versions before 5.6.15 and 6.6.1 logs malformed URLs. If a malformed URL is specified as part of the Logstash configuration, the credentials for the URL could be inadvertently logged as part of the error message.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Elastic Logstash All All All All

Application Elastic Logstash All All All All

Application Netapp Active Iq Performance Analytics Services - All All All

Application Netapp Active Iq Performance Analytics Services - All All All

References

Reference Source Link Tags

www.elastic.co/community/security MISC www.elastic.co Vendor Advisory

CVE-2019-7612 Logstash Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com Third Party Advisory

Elastic Stack 6.6.1 and 5.6.15 security update - Security Announcements - Discuss the Elastic Stack MISC discuss.elastic.co Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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