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cvssaoavnacrrrnunsuciinan  Gertain versions of Pagure from Redhat contain the foIIowing
vulnerability:

Pagure 5.2 leaks API keys by e-mailing them to users. Few e-mail
servers validate TLS certificates, so it is easy for man-in-the-middle
attackers to read these e-mails and gain access to Pagure on behalf of
other users. This issue is found in the API token expiration reminder
cron job in files/api_key_expire_mail.py; disabling that job is also a
viable solution. (E-mailing a substring of the API key was an attempted, but rejected,
solution.)

CVE-2019-7628 has been assigned by [f] cve@mitre.org to track the vulnerability - currently rated as severity.

CVSS3 Score: SEEMEDIN) |

Attack Attack Privileges User
Vector Complexity Required Interaction
NETWORK HiGH ] [ NONE | [ NON |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | =3 [ NONE |
CVSS2 Score: [#SEMEDIUM)
Access Access Authentication
Vector Complexity
[ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[INONE | [[NONE |
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https://cve.report/
https://cve.report/CVE-2019-7628/mitre
https://cve.report/CVE-2019-7628/nist
https://cve.report/CVE-2019-7628/cve_org
https://cve.report/CVE-2019-7628.pdf
http://cve.report/software/redhat/pagure
http://cve.report/vendor/redhat
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/

rdge notiouna : ( - Fagure.io B IVIIDU PAyure.lo/pdyure/1ssue/4209
pagure.io

text/html

Not Archived

Issue #4230: AP| Key reminder sends the key in Issue Tracking @. MISC pagure.io/pagure/issue/4230

the clear via email - pagure - Pagure.io
Vendor Advisory
pagure.io
text/html

PR#4254: CVE-2019-7628: Do not leak partial Issue Tracking @ MISC pagure.io/pagure/pull-request/4254
APl keys. - pagure - Pagure.io
Vendor Advisory
pagure.io
xt/

Commit - pagure - Issue Tracking @ MISC
9905fb1e64341822366b6ab1d414d2baa230af0a pagure.io/pagure/c/9905fb1e64341822366b6ab1d414d2baa2
- Pagure.io Vendor Advisory

pagure.io

text/html

Issue #4252: CVE-2019-7628: Pagure 5.2 leaks Broken Link @. MISC pagure.io/pagure/issue/4252
full API keys. - pagure - Pagure.io pagure.io
text/html
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Pagure 5.2 All All All
Application Redhat Pagure 5.2 All All All

kKoK kKK,

cpe:2.3:arredhat:pagure:5.2: "

cpe:2.3:arredhat:pagure:5.2:*: "

No vendor comments have been submitted for this CVE
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