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CVE CVE-2019-7637
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2019-02-08 11:29:00 UTC
Updated 2023-11-07 03:13:00 UTC

Description SDL (Simple DirectMedia Layer) through 1.2.15 and 2.x through 2.0.9 has a heap-based buffer overflow in SDL_FillRect in
i

/ ]

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.04 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Fedoraproject Fedora 31 All All All
Application Libsdl Simple Directmedia Layer All All All All
Application Libsdl Simple Directmedia Layer All All All All
Operating System Opensuse Leap 15.0 All All All
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 42.3 All All All
Operating System Opensuse Leap 15.0 All All All
Operating System Opensuse Leap 42.3 All All All



https://cve.report/
https://cve.report/CVE-2019-7637/mitre
https://cve.report/CVE-2019-7637/nist
https://cve.report/CVE-2019-7637/cve_org
https://cve.report/CVE-2019-7637.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/libsdl
http://cve.report/software/libsdl/simple_directmedia_layer
http://cve.report/vendor/libsdl
http://cve.report/software/libsdl/simple_directmedia_layer
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap

References

Reference

[security-announce] openSUSE-SU-2019:1223-1: moderate: Security update f

4497 — Heap Buffer Overflow on SDL_FillRect pertaining to SDL_video

USN-4143-1: SDL 2.0 vulnerabilities | Ubuntu security notices

[SECURITY] Fedora 31 Update: mingw-SDL-1.2.15-14.fc31 - package-announce - Fedora Mailing-Lists
USN-4156-1: SDL vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] [DLA 1713-2] libsdl1.2 regression update

USN-4156-2: SDL vulnerabilities | Ubuntu security notices | Ubuntu

[security-announce] openSUSE-SU-2019:1633-1: moderate: Security update f

[SECURITY] Fedora 31 Update: mingw-SDL-1.2.15-14.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 1714-2] libsdI2 regression update

[SECURITY] [DLA 1713-1] libsdI1.2 security update

Vulnerabilities found in libSDL-1.2.15 and SDL2 - SDL Development - Simple Directmedia Layer
[security-announce] openSUSE-SU-2019:1261-1: moderate: Security update f

[SECURITY] [DLA 2804-1] libsdl1.2 security update

[SECURITY] [DLA 1714-1] libsdI2 security update

[security-announce] openSUSE-SU-2019:1632-1: moderate: Security update f

[security-announce] openSUSE-SU-2019:1213-1: moderate: Security update f

[SECURITY] [DLA 2803-1] libsdI2 security update

CVE Program record
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No vendor comments have been submitted for this CVE.

Source

SUSE

MISC

UBUNTU

UBUNTU

MLIST

UBUNTU

SUSE

FEDORA

MLIST

MLIST

MISC

SUSE

MLIST

MLIST

SUSE

SUSE

MLIST

CVE.ORG

NVD

Link
lists.opensuse.org
bugzilla.libsdl.org
usn.ubuntu.com
lists.fedoraproject.org
usn.ubuntu.com
lists.debian.org
usn.ubuntu.com
lists.opensuse.org
lists.fedoraproject.org
lists.debian.org
lists.debian.org
discourse.libsdl.org
lists.opensuse.org
lists.debian.org
lists.debian.org
lists.opensuse.org
lists.opensuse.org
lists.debian.org

WWW.CVe.org

nvd.nist.gov

| Legacy QID Mappings

178868 Debian Security Update for libsdl1.2 (DLA 2804-1)

178876 Debian Security Update for libsdl2 (DLA 2803-1)

296078 Oracle Solaris 11.4 Support Repository Update (SRU) 16.4.0 Missing (CPUOCT2019)

377229 Alibaba Cloud Linux Security Update for sdl (ALINUX2-SA-2020:0123)

500640 Alpine Linux Security Update for sdl

501246 Alpine Linux Security Update for sdI2

753165 SUSE Enterprise Linux Security Update for SDL (SUSE-SU-2022:14943-1)

QANTAR Almal ininv Qariiritv | Indata far QDI (Al QA_DON2N-ARD7)


http://lists.opensuse.org/opensuse-security-announce/2019-04/msg00073.html
https://bugzilla.libsdl.org/show_bug.cgi?id=4497
https://usn.ubuntu.com/4143-1/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/7ZO47LLKKRXKMUGSRCFNHSTHG5OEBYCG/
https://usn.ubuntu.com/4156-1/
https://lists.debian.org/debian-lts-announce/2019/10/msg00020.html
https://usn.ubuntu.com/4156-2/
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00071.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/7ZO47LLKKRXKMUGSRCFNHSTHG5OEBYCG/
https://lists.debian.org/debian-lts-announce/2019/10/msg00021.html
https://lists.debian.org/debian-lts-announce/2019/03/msg00015.html
https://discourse.libsdl.org/t/vulnerabilities-found-in-libsdl-1-2-15/25720
http://lists.opensuse.org/opensuse-security-announce/2019-04/msg00088.html
https://lists.debian.org/debian-lts-announce/2021/10/msg00032.html
https://lists.debian.org/debian-lts-announce/2019/03/msg00016.html
http://lists.opensuse.org/opensuse-security-announce/2019-06/msg00081.html
http://lists.opensuse.org/opensuse-security-announce/2019-04/msg00063.html
https://lists.debian.org/debian-lts-announce/2021/10/msg00031.html
https://www.cve.org/CVERecord?id=CVE-2019-7637
https://nvd.nist.gov/vuln/detail/CVE-2019-7637
http://cve.report/qid/178868
http://cve.report/qid/178876
http://cve.report/qid/296078
http://cve.report/qid/377229
http://cve.report/qid/500640
http://cve.report/qid/501246
http://cve.report/qid/753165
http://cve.report/qid/940146
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