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Summary

CVE CVE-2019-7653

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-09 03:29:00 UTC

Updated 2022-04-06 18:26:00 UTC

Description The Debian python-rdflib-tools 4.2.2-1 package for RDFLib 4.2.2 has CLI tools that can load Python modules from the current working directory, allowing code injection, because "python -m" looks in this directory, as demonstrated by rdf2dot. This issue is specific to use of the debian/scripts directory.

Risk And Classification

Problem Types: CWE-427

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Rdflib Project Rdflib 4.2.2 All All All

Application Rdflib Project Rdflib 4.2.2 All All All

References

Reference Source Link

#921751 - python-rdflib-tools: CVE-2019-7653: Code injection from current working directory - Debian Bug report logs MISC bugs.debian.org

USN-4535-1: RDFLib vulnerability | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

[SECURITY] [DLA 1717-1] rdflib security update MLIST lists.debian.org

[SECURITY] [DLA 2861-1] rdflib security update MLIST lists.debian.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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