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CVE CVE-2019-7659
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-09 14:29:00 UTC
Updated 2023-11-07 03:13:00 UTC
Description Genivia gSOAP 2.7.x and 2.8.x before 2.8.75 allows attackers to cause a denial of service (application abort) or possibly he

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Genivia Gsoap All All All All
Application Genivia Gsoap All All All All
Application Genivia Gsoap All All All All
Reference Source Link Tags

Genivia Product Advisories CONFIRM  www.genivia.com  Exploit, Vendor Advisory
[SECURITY] [DLA 1681-1] gsoap security update MLIST lists.debian.org Mailing List, Third Party Advisory
Genivia Product Advisories www.genivia.com

Vulnerability discovered in gSOAP by Outpost24 | Outpost 24 blog MISC outpost24.com

Genivia - Advisories MITRE www.genivia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2019-7659/mitre
https://cve.report/CVE-2019-7659/nist
https://cve.report/CVE-2019-7659/cve_org
https://cve.report/CVE-2019-7659.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/genivia
http://cve.report/software/genivia/gsoap
http://cve.report/vendor/genivia
http://cve.report/software/genivia/gsoap
http://cve.report/vendor/genivia
http://cve.report/software/genivia/gsoap
https://www.genivia.com/advisory.html#Bug_in_gSOAP_versions_2.7.0_to_2.8.74_for_applications_built_with_the_WITH_COOKIES_flag_enabled_(Jan_14,_2019)
https://lists.debian.org/debian-lts-announce/2019/02/msg00027.html
https://www.genivia.com/advisory.html#Bug_in_gSOAP_versions_2.7.0_to_2.8.74_for_applications_built_with_the_WITH_COOKIES_flag_enabled_%2528Jan_14%252C_2019%2529
https://outpost24.com/blog/gsoap-vulnerability-identified
https://www.genivia.com/advisory.html#Bug_in_gSOAP_versions_2.7.0_to_2.8.74_for_applications_built_with_the_WITH_COOKIES_flag_enabled_%2528Jan_14,_2019%2529
https://www.cve.org/CVERecord?id=CVE-2019-7659
https://nvd.nist.gov/vuln/detail/CVE-2019-7659

There are currently no legacy QID mappings associated with this CVE.
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