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Summary

CVE CVE-2019-7745

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-07 19:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description JioFi 4 jmr1140 Amtel_JMR1140_R12.07 devices allow remote attackers to obtain the Wi-Fi password by making a cgi-bin/qcmap_web_cgi Page=GetWiFi_Setting request and then reading the wpa_security_key field.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Jio Jmr1140 - All All All

Hardware Jio Jmr1140 - All All All

Operating System Jio Jmr1140 Firmware amtel_jmr1140_r12.07 All All All

Operating System Jio Jmr1140 Firmware amtel_jmr1140_r12.07 All All All

References

Reference Source Link Tags

Reliance JIo MISC jiosecuritybugs.blogspot.com Broken Link, Third Party Advisory

No Results Found ≈ Packet Storm MISC packetstormsecurity.com Broken Link, Third Party Advisory, VDB Entry

404 Page Not Found | Exploit Database MISC www.exploit-db.com Broken Link, Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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