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Summary

CVE CVE-2019-8345

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-15 14:29:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description The Help feature in the ES File Explorer File Manager application 4.1.9.7.4 for Android allows session hijacking by a Man-in-the-middle attacker on the local network because HTTPS is not used, and an attacker's web site is displayed in a WebView with no information about the URL.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Estrongs Es File Explorer File Manager 4.1.9.7.4 All All All

Application Estrongs Es File Explorer File Manager 4.1.9.7.4 All All All

References

Reference Source Link

Vulnerable Android app ES File Explorer | Man in the middle attack ( MITM) | ESET Mobile Security - YouTube MISC www.youtube.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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