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Summary

CVE CVE-2019-8346

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-24 17:29:00 UTC

Updated 2019-05-29 17:57:00 UTC

Description In Zoho ManageEngine ADSelfService Plus 5.x through 5704, an authorization.do cross-site Scripting (XSS) vulnerability allows for an unauthenticated manipulation of the JavaScript code by injecting the HTTP form parameter adscsrf. An attacker can use this to capture a user's AD self-service password reset and MFA token.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Adselfservice Plus 5.0 5000 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5001 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5002 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5010 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5011 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5020 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5021 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5022 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5030 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5032 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5040 All All

Application Zohocorp Manageengine Adselfservice Plus 5.0 5041 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5100 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5101 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5102 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5103 All All

Application Zohocorp Manageengine Adselfservice Plus 5.1 5104 All All
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