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Summary

CVE CVE-2019-8375

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-24 13:29:00 UTC

Updated 2019-05-09 20:26:00 UTC

Description The UIProcess subsystem in WebKit, as used in WebKitGTK through 2.23.90 and WebKitGTK+ through 2.22.6 and other products, does not prevent the script dialog size from exceeding the web view size, which allows remote attackers to cause a denial of service (Buffer Overflow) or possibly have unspecified other impact, related to UIProcess/API/gtk/WebKitScriptDialogGtk.cpp, UIProcess/API/gtk/WebKitScriptDialogImpl.cpp, and UIProcess/API/gtk/WebKitWebViewGtk.cpp, as demonstrated by GNOME Web (aka Epiphany).

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 42.3 All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 42.3 All All All

Application Webkitgtk Webkitgtk All All All All

Application Webkitgtk Webkitgtk All All All All

Application Webkitgtk Webkitgtk All All All All

References

Reference Source Link Tags

[security-announce] openSUSE-SU-2019:1316-1: moderate: Security update f SUSE lists.opensuse.org Mailing List, Third Party Advisory

Changeset 241515 – WebKit MISC trac.webkit.org Patch, Vendor Advisory

Bug Access Denied MISC bugs.webkit.org Issue Tracking, Permissions Required, Third Party Advisory
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USN-3948-1: WebKitGTK+ vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com Third Party Advisory

[GTK] Use a scrolled window for script alerts text · WebKit/webkit@6f9b511 · GitHub MISC github.com Patch, Third Party Advisory

WebKitGTK 2.23.90 / WebKitGTK+ 2.22.6 - Denial of Service - Linux dos Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

Fuzzing Webkit ~ inputzero MISC www.inputzero.io Exploit, Third Party Advisory

[security-announce] openSUSE-SU-2019:1206-1: moderate: Security update f SUSE lists.opensuse.org Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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