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Summary

CVE CVE-2019-8459

State PUBLIC

Assigner cve@checkpoint.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-20 17:15:00 UTC

Updated 2019-10-09 23:52:00 UTC

Description Check Point Endpoint Security Client for Windows, with the VPN blade, before version E80.83, starts a process without using quotes in the path. This can cause loading of a previously placed executable with a name similar to the parts of the path, instead of the intended one.

Risk And Classification

Problem Types: CWE-428

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Capsule Docs Standalone Client All All All All

Application Checkpoint Capsule Docs Standalone Client All All All All

Application Checkpoint Endpoint Security Clients All All All All

Application Checkpoint Endpoint Security Clients All All All All

Application Checkpoint Endpoint Security Server Package All All All All

Application Checkpoint Endpoint Security Server Package All All All All

Application Checkpoint Jumbo Hotfix For Endpoint Security Server All All All All

Application Checkpoint Jumbo Hotfix For Endpoint Security Server All All All All

Application Checkpoint Remote Access Clients All All All All

Application Checkpoint Remote Access Clients All All All All

Application Checkpoint Smartconsole For Endpoint Security Server All All All All

Application Checkpoint Smartconsole For Endpoint Security Server e80.83 All All All

Application Checkpoint Smartconsole For Endpoint Security Server All All All All

Application Checkpoint Smartconsole For Endpoint Security Server e80.83 All All All
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Enterprise Endpoint Security E80.83 Windows Clients CONFIRM supportcenter.checkpoint.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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