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Summary

CVE CVE-2019-8827

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-27 20:15:00 UTC

Updated 2020-10-29 20:57:00 UTC

Description The HTTP referrer header may be used to leak browsing history. The issue was resolved by downgrading all third party referrers to their origin. This issue is fixed in Safari 13.0.3, iTunes 12.10.2 for Windows, iCloud for Windows 10.9.2, tvOS 13.2, iOS 13.2 and iPadOS 13.2, iCloud for Windows 7.15. Visiting a maliciously crafted website may reveal the sites a user has visited.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Icloud All All All All

Application Apple Icloud All All All All

Operating System Apple Ipados All All All All

Operating System Apple Ipados All All All All

Operating System Apple Iphone Os All All All All

Operating System Apple Iphone Os All All All All

Application Apple Itunes All All All All

Application Apple Itunes All All All All

Application Apple Safari All All All All

Application Apple Safari All All All All

Operating System Apple Tvos All All All All

Operating System Apple Tvos All All All All

References

Reference Source Link Tags

About the security content of iCloud for Windows 10.9.2 - Apple Support MISC support.apple.com Release Notes, Vendor Advisory

About the security content of iOS 13.2 and iPadOS 13.2 - Apple Support MISC support.apple.com Release Notes, Vendor Advisory
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About the security content of iTunes 12.10.2 for Windows - Apple Support MISC support.apple.com Release Notes, Vendor Advisory

About the security content of iCloud for Windows 7.15 - Apple Support MISC support.apple.com Release Notes, Vendor Advisory

About the security content of tvOS 13.2 - Apple Support MISC support.apple.com Release Notes, Vendor Advisory

About the security content of Safari 13.0.3 - Apple Support MISC support.apple.com Release Notes, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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