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CVE CVE-2019-8943
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Print: PDF 1)

Published 2019-02-20 03:29:00 UTC
Updated 2021-02-23 16:21:00 UTC
Description WordPress through 5.0.3 allows Path Traversal in wp_crop_image(). An attacker (who has privileges to crop an image) can

1|

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Wordpress Wordpress All

Update

All

Edition Language

All All

References

Reference

WordPress CVE-2019-8943 Directory Traversal Vulnerability

WordPress Core 5.0 - Remote Code Execution - PHP webapps Exploit

WordPress 5.0.0 Remote Code Execution

WordPress Crop-image Shell Upload

WordPress 5.0.0 crop-image Shell Upload = Packet Storm

WordPress Core 5.0.0 - Crop-image Shell Upload (Metasploit) - PHP remote Exploit
WordPress 5.0.0 Remote Code Execution ~ Packet Storm

CVE Program record

NVD vulnerability detail

/

Source

BID

EXPLOIT-DB

MISC

MISC

MISC

EXPLOIT-DB

MISC

CVE.ORG

NVD

Link
www.securityfocus.com
www.exploit-db.com
blog.ripstech.com
www.rapid7.com
packetstormsecurity.com
www.exploit-db.com
packetstormsecurity.com
Www.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Tags
Third Party
Exploit, Thi
Exploit, Thi
Exploit, Thi
Exploit, Thi
Exploit, Ma
Exploit, Thi
canonical

canonical, ¢

il


https://cve.report/
https://cve.report/CVE-2019-8943/mitre
https://cve.report/CVE-2019-8943/nist
https://cve.report/CVE-2019-8943/cve_org
https://cve.report/api/cve/CVE-2019-8943.json
https://cve.report/CVE-2019-8943.pdf
http://cve.report/vendor/wordpress
http://cve.report/software/wordpress/wordpress
http://www.securityfocus.com/bid/107089
https://www.exploit-db.com/exploits/46511/
https://blog.ripstech.com/2019/wordpress-image-remote-code-execution/
http://www.rapid7.com/db/modules/exploit/multi/http/wp_crop_rce
http://packetstormsecurity.com/files/152396/WordPress-5.0.0-crop-image-Shell-Upload.html
https://www.exploit-db.com/exploits/46662/
http://packetstormsecurity.com/files/161213/WordPress-5.0.0-Remote-Code-Execution.html
https://www.cve.org/CVERecord?id=CVE-2019-8943
https://nvd.nist.gov/vuln/detail/CVE-2019-8943
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