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Summary

CVE CVE-2019-8951

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-13 21:29:00 UTC

Updated 2019-05-16 14:42:00 UTC

Description An Open Redirect vulnerability located in the webserver affects several Bosch hardware and software products. The vulnerability potentially allows a remote attacker to redirect users to an arbitrary URL. Affected hardware products: Bosch DIVAR IP 2000 (vulnerable versions: 3.10; 3.20; 3.21; 3.50; 3.51; 3.55; 3.60; 3.61; 3.62; fixed versions: 3.62.0019 and newer), Bosch DIVAR IP 5000 (vulnerable versions: 3.10; 3.20; 3.21; 3.50; 3.51; 3.55; 3.60; 3.61; 3.62; fixed versions: 3.80.0033 and newer). Affected software products: Video Recording Manager (VRM) (vulnerable versions: 3.20; 3.21; 3.50; 3.51; 3.55; 3.60; 3.61; 3.62; fixed versions: 3.70.0056 and newer; 3.81.0032 and newer), Bosch Video Management System (BVMS) (vulnerable versions: 3.50.00XX; 3.55.00XX; 3.60.00XX; fixed versions: 7.5; 3.70.0056).

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Bosch Divar Ip 2000 - All All All

Hardware Bosch Divar Ip 2000 - All All All

Operating System Bosch Divar Ip 2000 Firmware All All All All

Operating System Bosch Divar Ip 2000 Firmware All All All All

Hardware Bosch Divar Ip 5000 - All All All

Hardware Bosch Divar Ip 5000 - All All All

Operating System Bosch Divar Ip 5000 Firmware All All All All

Operating System Bosch Divar Ip 5000 Firmware All All All All

Application Bosch Video Management System All All All All

Application Bosch Video Management System All All All All

Application Bosch Video Recording Manager All All All All

Application Bosch Video Recording Manager All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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