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CVE CVE-2019-8953
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-20 16:29:00 UTC
Updated 2019-03-14 15:52:00 UTC
Description The HAProxy package before 0.59_16 for pfSense has XSS via the desc (aka Description) or table_actionsacIN parameter,
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netgate Haproxy All All All All

Application Netgate Haproxy All All All All

Reference Source Link

pfSense 2.4.4-p1 (HAProxy Package 0.59_14) - Stored Cross-Site Scripting - CXSecurity.com MISC cxsecurity.com
Bug #9335: Stored XSS in HAProxy / haproxy_listeners_edit.php - pfSense Packages - pfSense bugtracker MISC redmine.pfsens
Encoding for haproxy_listeners.php. Fixes #9335 - pfsense/FreeBSD-ports@2dded47 - GitHub MISC github.com
Encoding for haproxy_listeners.php. Fixes #9335 - pfsense/FreeBSD-ports@3b40366 - GitHub MISC github.com
pfSense 2.4.4-p1 (HAProxy Package 0.59_14) - Persistent Cross-Site Scripting - PHP webapps Exploit EXPLOIT-DB  www.exploit-db
CVE Program record CVE.ORG WWW.CVe.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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