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Summary

CVE CVE-2019-8990

State PUBLIC

Assigner security@tibco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-09 18:29:00 UTC

Updated 2022-10-14 09:34:00 UTC

Description The HTTP Connector component of TIBCO Software Inc.'s TIBCO ActiveMatrix BusinessWorks contains a vulnerability that theoretically allows unauthenticated HTTP requests to be processed by the BusinessWorks engine even when authentication is required. This possibility is restricted to circumstances where HTTP "Basic Authentication" policy is used in conjunction with an XML Authentication resource. The BusinessWorks engine might instead use credentials from a prior HTTP request for authorization purposes. Affected releases are TIBCO Software Inc. TIBCO ActiveMatrix BusinessWorks: versions up to and including 6.4.2.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tibco Activematrix Businessworks All All All All

References

Reference Source Link Tags

Advisory | TIBCO Software MISC www.tibco.com Vendor Advisory

TIBCO ActiveMatrix BusinessWorks CVE-2019-8990 Authentication Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

TIBCO Security Advisory: April 9, 2019 - TIBCO ActiveMatrix BusinessWorks | TIBCO Software MISC www.tibco.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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