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Summary

CVE CVE-2019-9013

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-15 17:15:00 UTC

Updated 2023-05-16 11:15:00 UTC

Description An issue was discovered in 3S-Smart CODESYS V3 products. The application may utilize non-TLS based encryption, which results in user credentials being insufficiently protected during transport. All variants of the following CODESYS V3 products in all versions containing the CmpUserMgr component are affected regardless of the CPU type or operating system: CODESYS Control for BeagleBone, CODESYS Control for emPC-A/iMX6, CODESYS Control for IOT2000, CODESYS Control for Linux, CODESYS Control for PFC100, CODESYS Control for PFC200, CODESYS Control for Raspberry Pi, CODESYS Control RTE V3, CODESYS Control RTE V3 (for Beckhoff CX), CODESYS Control Win V3 (also part of the CODESYS Development System setup), CODESYS V3 Simulation Runtime (part of the CODESYS Development System), CODESYS Control V3 Runtime System Toolkit, CODESYS HMI V3.

Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Codesys Control For Beaglebone Sl All All All All

Application Codesys Control For Beaglebone Sl All All All All

Application Codesys Control For Empc-a/imx6 Sl All All All All

Application Codesys Control For Empc-a/imx6 Sl All All All All

Application Codesys Control For Empc-a/imx6 Sl All All All All

Application Codesys Control For Iot2000 Sl All All All All

Application Codesys Control For Iot2000 Sl All All All All

Application Codesys Control For Linux Sl All All All All

Application Codesys Control For Linux Sl All All All All

Application Codesys Control For Pfc100 Sl All All All All

Application Codesys Control For Pfc100 Sl All All All All

Application Codesys Control For Pfc200 Sl All All All All

Application Codesys Control For Pfc200 Sl All All All All

Application Codesys Control Rte Sl All All All All

Application Codesys Control Rte Sl All All All All

Application Codesys Control Win Sl All All All All

Application Codesys Control Win Sl All All All All
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Application Codesys Control Win Sl All All All All

Application Codesys Development System All All All All

Application Codesys Development System All All All All

Application Codesys Hmi Sl All All All All

Application Codesys Hmi Sl All All All All

Application Codesys Raspberry Pi All All All All

Application Codesys Raspberry Pi All All All All

Application Codesys Runtime Toolkit All All All All

Application Codesys Runtime Toolkit All All All All

References

Reference Source Link Tags

customers.codesys.com/index.php CONFIRM customers.codesys.com

3S-Smart Software Solutions GmbH CODESYS V3 (Update A) | CISA MISC www.us-cert.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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