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An issue was discovered in PHP 7.x before 7.1.26, 7.2.x before 7.2.14, and 7.3.x before 7.3.2. dns_get_record misparses ¢
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Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application

Application

Application

References

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Netapp Storage Automation Store - All All All
Netapp Storage Automation Store - All All All
Php Php All All All All
Php Php All All All All
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Red Hat Customer Portal REDHAT  access.redhat.co

USN-3922-2: PHP vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com
[SECURITY] [DLA 1741-1] php5 security update MLIST lists.debian.org
February 2019 PHP Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.c
PHP :: Sec Bug #77369 :: memcpy with negative length via crafted DNS response MISC bugs.php.net
Debian -- Security Information -- DSA-4398-1 php7.0 DEBIAN www.debian.org
[security-announce] openSUSE-SU-2019:1572-1: moderate: Security update f SUSE lists.opensuse.or

[R1] PHP Stand-alone Patch Available for Tenable.sc versions 5.7.x to 5.11.x - Security Advisory | Tenable® CONFIRM www.tenable.con

USN-3902-1: PHP vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com
[security-announce] openSUSE-SU-2019:1573-1: moderate: Security update f SUSE lists.opensuse.or
USN-3922-3: PHP vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com
Red Hat Customer Portal REDHAT  access.redhat.co
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

1 |

mﬂ
AR R A R A BRI

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159670 Oracle Enterprise Linux Security Update for php:7.2 (ELSA-2020-1624)

296079 Oracle Solaris 11.4 Support Repository Update (SRU) 15.5.0 Missing (CPUOCT2019)
501126 Alpine Linux Security Update for php7

752878 SUSE Enterprise Linux Security Update for php7 (SUSE-SU-2022:4067-1)

940404 AlmalLinux Security Update for php:7.2 (ALSA-2020:1624)

960218 Rocky Linux Security Update for php:7.2 (RLSA-2020:1624)
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