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CVE CVE-2019-9164
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-28 17:29:00 UTC
Updated 2022-10-06 17:57:00 UTC
Description Command injection in Nagios XI before 5.5.11 allows an authenticated users to execute arbitrary remote commands via a r

/ |

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

1|

Type Vendor Product Version Update Edition Language
Application Nagios Nagios Xi All All All All
Application Nagios Nagios Xi All All All All

References

Reference Source
Security Disclosures - Nagios CONFIRM
Nagios XI Change Log - Nagios CONFIRM

Full Disclosure: Nagios XI 5.5.10: XSS to root RCE (CVE-2019-9164, 9165, 9166, 9167, 9202, 9203, 9204) FULLDISC

Nagios XI 5.5.10 XSS / Remote Code Execution ~ Packet Storm MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link
www.nagios.com
www.nagios.com
seclists.org
packetstormsecur
www.cve.org

nvd.nist.gov
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https://cve.report/CVE-2019-9164/mitre
https://cve.report/CVE-2019-9164/nist
https://cve.report/CVE-2019-9164/cve_org
https://cve.report/CVE-2019-9164.pdf
http://cve.report/vendor/nagios
http://cve.report/software/nagios/nagios_xi
http://cve.report/vendor/nagios
http://cve.report/software/nagios/nagios_xi
https://www.nagios.com/products/security/
https://www.nagios.com/downloads/nagios-xi/change-log/
http://seclists.org/fulldisclosure/2019/Apr/19
http://packetstormsecurity.com/files/152496/Nagios-XI-5.5.10-XSS-Remote-Code-Execution.html
https://www.cve.org/CVERecord?id=CVE-2019-9164
https://nvd.nist.gov/vuln/detail/CVE-2019-9164
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