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CVE CVE-2019-9200
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-26 23:29:00 UTC
Updated 2023-11-07 03:13:00 UTC
Description A heap-based buffer underwrite exists in ImageStream::getLine() located at Stream.cc in Poppler 0.74.0 that can (for exam|

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Freedesktop Poppler 0.74.0 All All All
Application Freedesktop Poppler 0.74.0 All All All

References
Reference Source Link
[SECURITY] Fedora 30 Update: poppler-0.73.0-8.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedorapr

[SECURITY] Fedora 29 Update: poppler-0.67.0-16.fc29 - package-announce - Fedora Mailing-Lists lists.fedorapr


https://cve.report/
https://cve.report/CVE-2019-9200/mitre
https://cve.report/CVE-2019-9200/nist
https://cve.report/CVE-2019-9200/cve_org
https://cve.report/CVE-2019-9200.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/freedesktop
http://cve.report/software/freedesktop/poppler
http://cve.report/vendor/freedesktop
http://cve.report/software/freedesktop/poppler
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JQ6RABASMSIMMWMDZTP6ZWUWZPTBSVB5/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/6OSCOYM3AMFFBJWSBWY6VJVLNE5JD7YS/

107172

Red Hat Customer Portal

[SECURITY] Fedora 29 Update: poppler-0.67.0-16.fc29 - package-announce - Fedora Mailing-Lists
heap buffer overflow in ImageStream::getLine() (#728) - Issues - poppler / poppler - GitLab
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[SECURITY] [DLA 1706-1] poppler security update

USN-3905-1: poppler vulnerability | Ubuntu security notices | Ubuntu
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[SECURITY] [DLA 2287-1] poppler security update
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No vendor comments have been submitted for this CVE.

BID

REDHAT

FEDORA

MISC

REDHAT

MLIST

UBUNTU

MISC

UBUNTU

MLIST

FEDORA

CVE.ORG

NVD

Wwww.security
access.redhe
lists.fedorapr
gitlab.freedes
access.redhe
lists.debian.c
usn.ubuntu.c
research.logi
usn.ubuntu.c
lists.debian.c
lists.fedorapr
lists.fedorapr
lists.fedorapr
www.cve.org

nvd.nist.gov

il

Legacy QID Mappings

377321 Alibaba Cloud Linux Security Update for poppler (ALINUX2-SA-2019:0096)

751420 SUSE Enterprise Linux Security Update for poppler (SUSE-SU-2021:3854-1)

751427 OpenSUSE Security Update for poppler (openSUSE-SU-2021:3854-1)
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