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CVE CVE-2019-9208
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-28 04:29:00 UTC
Updated 2023-11-07 03:13:00 UTC
Description In Wireshark 2.4.0 to 2.4.12 and 2.6.0 to 2.6.6, the TCAP dissector could crash. This was addressed in epan/dissectors/asr
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Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Wireshark Wireshark All All All All

Application Wireshark Wireshark All All All All

Reference Source Link Ta
Debian -- Security Information -- DSA-4416-1 wireshark DEBIAN www.debian.org Th
Wireshark Multiple Denial of Service Vulnerabilities BID www.securityfocus.com  Th
[security-announce] openSUSE-SU-2019:1108-1: moderate: Security update f SUSE lists.opensuse.org

Bugtraq: [SECURITY] [DSA 4416-1] wireshark security update BUGTRAQ seclists.org M
code.wireshark Code Review - wireshark.git/commit code.wireshark.org
Wireshark - wnpa-sec-2019-07 - TCAP dissector crash MISC www.wireshark.org Ve
[security-announce] openSUSE-SU-2020:0362-1: moderate: Security update f SUSE lists.opensuse.org
code.wireshark Code Review - wireshark.git/commit MISC code.wireshark.org Pe
Oracle Critical Patch Update Advisory - January 2020 MISC www.oracle.com
USN-3986-1: Wireshark vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com
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https://cve.report/CVE-2019-9208.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
http://cve.report/vendor/wireshark
http://cve.report/software/wireshark/wireshark
https://www.debian.org/security/2019/dsa-4416
http://www.securityfocus.com/bid/107203
http://lists.opensuse.org/opensuse-security-announce/2019-04/msg00007.html
https://seclists.org/bugtraq/2019/Mar/35
https://code.wireshark.org/review/gitweb?p=wireshark.git%253Ba=commit%253Bh=3d1b8004ed3a07422ca5d4e4ee8097150b934fd2
https://www.wireshark.org/security/wnpa-sec-2019-07.html
http://lists.opensuse.org/opensuse-security-announce/2020-03/msg00027.html
https://code.wireshark.org/review/gitweb?p=wireshark.git;a=commit;h=3d1b8004ed3a07422ca5d4e4ee8097150b934fd2
https://www.oracle.com/security-alerts/cpujan2020.html
https://usn.ubuntu.com/3986-1/

[security-announce] openSUSE-SU-2019:1390-1: moderate: Security update f SUSE lists.opensuse.org

15464 — Wireshark NULL pointer dereference in dissect_tcap_ AARQ_application_context_name MISC bugs.wireshark.org Ex
CVE Program record CVE.ORG www.cve.org ca
NVD vulnerability detail NVD nvd.nist.gov ca
‘ G |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296087 Oracle Solaris 11.4 Support Repository Update (SRU) 8.1.5 Missing (CPUAPR2019)

501315 Alpine Linux Security Update for wireshark
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