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Summary

CVE CVE-2019-9488

State PUBLIC

Assigner security@trendmicro.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-11 18:15:00 UTC

Updated 2019-09-13 21:11:00 UTC

Description Trend Micro Deep Security Manager (10.x, 11.x) and Vulnerability Protection (2.0) are vulnerable to a XML External Entity Attack. However, for the attack to be possible, the attacker must have root/admin access to a protected host which is authorized to communicate with the Deep Security Manager (DSM).

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trendmicro Deep Security Manager 10.0 - All All

Application Trendmicro Deep Security Manager 10.0 u1 All All

Application Trendmicro Deep Security Manager 10.0 u10 All All

Application Trendmicro Deep Security Manager 10.0 u11 All All

Application Trendmicro Deep Security Manager 10.0 u12 All All

Application Trendmicro Deep Security Manager 10.0 u13 All All

Application Trendmicro Deep Security Manager 10.0 u14 All All

Application Trendmicro Deep Security Manager 10.0 u15 All All

Application Trendmicro Deep Security Manager 10.0 u16 All All

Application Trendmicro Deep Security Manager 10.0 u17 All All

Application Trendmicro Deep Security Manager 10.0 u18 All All

Application Trendmicro Deep Security Manager 10.0 u19 All All

Application Trendmicro Deep Security Manager 10.0 u2 All All

Application Trendmicro Deep Security Manager 10.0 u3 All All

Application Trendmicro Deep Security Manager 10.0 u4 All All

Application Trendmicro Deep Security Manager 10.0 u5 All All

Application Trendmicro Deep Security Manager 10.0 u6 All All

https://cve.report/
https://cve.report/CVE-2019-9488/mitre
https://cve.report/CVE-2019-9488/nist
https://cve.report/CVE-2019-9488/cve_org
https://cve.report/CVE-2019-9488.pdf
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager
http://cve.report/vendor/trendmicro
http://cve.report/software/trendmicro/deep_security_manager


Application Trendmicro Deep Security Manager 10.0 u6 All All

Application Trendmicro Deep Security Manager 10.0 u7 All All

Application Trendmicro Deep Security Manager 10.0 u8 All All

Application Trendmicro Deep Security Manager 10.0 u9 All All

Application Trendmicro Deep Security Manager 11.0 - All All

Application Trendmicro Deep Security Manager 11.0 u1 All All

Application Trendmicro Deep Security Manager 11.0 u2 All All

Application Trendmicro Deep Security Manager 11.0 u3 All All

Application Trendmicro Deep Security Manager 11.0 u4 All All

Application Trendmicro Deep Security Manager 11.0 u5 All All

Application Trendmicro Deep Security Manager 11.0 u6 All All

Application Trendmicro Deep Security Manager 11.0 u7 All All

Application Trendmicro Deep Security Manager 11.3 - All All

Application Trendmicro Deep Security Manager 10.0 - All All

Application Trendmicro Deep Security Manager 10.0 u1 All All

Application Trendmicro Deep Security Manager 10.0 u10 All All

Application Trendmicro Deep Security Manager 10.0 u11 All All

Application Trendmicro Deep Security Manager 10.0 u12 All All

Application Trendmicro Deep Security Manager 10.0 u13 All All

Application Trendmicro Deep Security Manager 10.0 u14 All All

Application Trendmicro Deep Security Manager 10.0 u15 All All

Application Trendmicro Deep Security Manager 10.0 u16 All All

Application Trendmicro Deep Security Manager 10.0 u17 All All

Application Trendmicro Deep Security Manager 10.0 u18 All All

Application Trendmicro Deep Security Manager 10.0 u19 All All

Application Trendmicro Deep Security Manager 10.0 u2 All All

Application Trendmicro Deep Security Manager 10.0 u3 All All

Application Trendmicro Deep Security Manager 10.0 u4 All All

Application Trendmicro Deep Security Manager 10.0 u5 All All

Application Trendmicro Deep Security Manager 10.0 u6 All All

Application Trendmicro Deep Security Manager 10.0 u7 All All

Application Trendmicro Deep Security Manager 10.0 u8 All All

Application Trendmicro Deep Security Manager 10.0 u9 All All

Application Trendmicro Deep Security Manager 11.0 - All All

Application Trendmicro Deep Security Manager 11.0 u1 All All

Application Trendmicro Deep Security Manager 11.0 u2 All All
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Application Trendmicro Deep Security Manager 11.0 u3 All All

Application Trendmicro Deep Security Manager 11.0 u4 All All

Application Trendmicro Deep Security Manager 11.0 u5 All All

Application Trendmicro Deep Security Manager 11.0 u6 All All

Application Trendmicro Deep Security Manager 11.0 u7 All All

Application Trendmicro Deep Security Manager 11.3 - All All

Application Trendmicro Vulnerability Protection 2.0 - All All

Application Trendmicro Vulnerability Protection 2.0 - All All

References

Reference Source Link Tags

SECURITY BULLETIN: Trend Micro Deep Security and Vulnerability Protection XXE Vulnerability N/A success.trendmicro.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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