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Summary

CVE CVE-2019-9489

State PUBLIC

Assigner security@trendmicro.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-05 23:29:00 UTC

Updated 2021-09-24 13:40:00 UTC

Description A directory traversal vulnerability in Trend Micro Apex One, OfficeScan (versions XG and 11.0), and Worry-Free Business Security (versions 10.0, 9.5 and 9.0) could allow an attacker to modify arbitrary files on the affected product's management console.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Application Trendmicro Apex One All All All All

Application Trendmicro Apex One As A Service All All All All

Application Trendmicro Apex One As A Service All All All All

Application Trendmicro Business Security 10.0 All All All

Application Trendmicro Business Security 9.0 sp3 All All

Application Trendmicro Business Security 9.5 All All All

Application Trendmicro Business Security 10.0 All All All

Application Trendmicro Business Security 9.0 sp3 All All

Application Trendmicro Business Security 9.5 All All All

Application Trendmicro Officescan 11.0 sp1 All All

Application Trendmicro Officescan xg All All All

Application Trendmicro Officescan xg sp1 All All

Application Trendmicro Officescan 11.0 sp1 All All

Application Trendmicro Officescan xg All All All

Application Trendmicro Officescan xg sp1 All All
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Application Trendmicro Officescan xg sp1 All All

Application Trendmicro Worry-free Business Security 10.0 All All All

Application Trendmicro Worry-free Business Security 9.5 All All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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