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Certain versions of Brcmfmac Driver from Broadcom contain the
following vulnerability:

The Broadcom brcmfmac WiFi driver prior to commit
1b5e2423164b3670e8bc9174e4762d297990deff is vulnerable to a
heap buffer overflow. If the Wake-up on Wireless LAN functionality is
configured, a malicious event frame can be constructed to trigger an
heap buffer overflow in the brcmf_wowl_nd_results function. This

vulnerability can be exploited with compromised chipsets to compromise the host, or when
used in combination with CVE-2019-9503, can be used remotely. In the worst case scenario,
by sending specially-crafted WiFi packets, a remote, unauthenticated attacker may be able to
execute arbitrary code on a vulnerable system. More typically, this vulnerability will result in
denial-of-service conditions.

CVSS3 Score: 8.3 - HIGH
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CVSS2 Score: 7.9 - HIGH
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CVE-2019-9500 has been assigned by  cert@cert.org to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  Broadcom - brcmfmac WiFi driver version commit prior to
1b5e2423164b3670e8bc9174e4762d297990deff
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CVE References

Description Tags Link

VU#166939 - Broadcom WiFi chipset
drivers contain multiple vulnerabilities

Third Party Advisory

US Government Resource

kb.cert.org

text/html

 MISC kb.cert.org/vuls/id/166939/

kernel/git/torvalds/linux.git - Linux kernel
source tree

Patch

Third Party Advisory

git.kernel.org

text/html

 MISC
git.kernel.org/linus/1b5e2423164b3670e8bc9174e4762d297990deff

Reverse-engineering Broadcom wireless
chipsets

Exploit

Third Party Advisory

blog.quarkslab.com

text/html

 MISC blog.quarkslab.com/reverse-engineering-broadcom-
wireless-chipsets.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom Brcmfmac Driver - All All All

Application Broadcom Brcmfmac Driver - All All All

Operating
System

Linux Linux Kernel All All All All

No vendor comments have been submitted for this CVE
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