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CVE CVE-2019-9506
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-14 17:15:00 UTC
Updated 2021-11-04 15:58:00 UTC
Description The Bluetooth BR/EDR specification up to and including version 5.1 permits sufficiently low encryption key length and does

/ ]
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Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System  Apple Iphone Os 12.4 All All All
Operating System  Apple Iphone Os 12.4 All All All
Operating System  Apple Mac Os X 10.12.6 All All All
Operating System  Apple Mac Os X 10.13.6 All All All
Operating System  Apple Mac Os X 10.14.5 All All All
Operating System  Apple Mac Os X 10.12.6 All All All
Operating System  Apple Mac Os X 10.13.6 All All All
Operating System  Apple Mac Os X 10.14.5 All All All
Operating System  Apple Tvos 12.4 All All All
Operating System  Apple Tvos 12.4 All All All
Operating System  Apple Watchos 5.3 All All All
Operating System  Apple Watchos 5.3 All All All
Hardware Blackberry  Blackberry - All All All
Hardware Blackberry  Blackberry - All All All
Operating System  Canonical ~ Ubuntu Linux 16.04 All All All
Operating System  Canonical ~ Ubuntu Linux 18.04 All All All
Operating System  Canonical ~ Ubuntu Linux 19.04 All All All
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Operating System  Redhat Enterprise Linux Server Tus 7.6 All All All
Operating System  Redhat Enterprise Linux Server Tus 7.7 All All All
Operating System  Redhat Enterprise Linux Server Tus 8.2 All All All
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VU#918987 - Bluetooth BR/EDR supported devices are vulnerable to key negotiation attacks
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Vendor Comments And Credit

Discovery Credit

LEGACY: Daniele Antonioli, Nils Ole Tippenhauer, Kasper Rasmussen

There are currently no legacy QID mappings associated with this CVE.
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