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Summary

CVE CVE-2019-9506

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-14 17:15:00 UTC

Updated 2021-11-04 15:58:00 UTC

Description The Bluetooth BR/EDR specification up to and including version 5.1 permits sufficiently low encryption key length and does not prevent an attacker from influencing the key length negotiation. This allows practical brute-force attacks (aka "KNOB") that can decrypt traffic and inject arbitrary ciphertext without the victim noticing.

Risk And Classification

Problem Types: CWE-327

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Iphone Os 12.4 All All All

Operating System Apple Iphone Os 12.4 All All All

Operating System Apple Mac Os X 10.12.6 All All All

Operating System Apple Mac Os X 10.13.6 All All All

Operating System Apple Mac Os X 10.14.5 All All All

Operating System Apple Mac Os X 10.12.6 All All All

Operating System Apple Mac Os X 10.13.6 All All All

Operating System Apple Mac Os X 10.14.5 All All All

Operating System Apple Tvos 12.4 All All All

Operating System Apple Tvos 12.4 All All All

Operating System Apple Watchos 5.3 All All All

Operating System Apple Watchos 5.3 All All All

Hardware Blackberry Blackberry - All All All

Hardware Blackberry Blackberry - All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.04 All All All
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Operating System Canonical Ubuntu Linux 19.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Google Android - All All All

Operating System Google Android - All All All

Hardware Huawei Alp-al00b - All All All

Operating System Huawei Alp-al00b Firmware All All All All

Hardware Huawei Ares-al00b - All All All

Operating System Huawei Ares-al00b Firmware All All All All

Hardware Huawei Ares-al10d - All All All

Operating System Huawei Ares-al10d Firmware All All All All

Hardware Huawei Ares-tl00c - All All All

Operating System Huawei Ares-tl00c Firmware All All All All

Hardware Huawei Asoka-al00ax - All All All

Operating System Huawei Asoka-al00ax Firmware All All All All

Hardware Huawei Atomu-l33 - All All All

Operating System Huawei Atomu-l33 Firmware All All All All

Hardware Huawei Atomu-l41 - All All All

Operating System Huawei Atomu-l41 Firmware All All All All

Hardware Huawei Atomu-l42 - All All All

Operating System Huawei Atomu-l42 Firmware All All All All

Hardware Huawei Barca-al00 - All All All

Operating System Huawei Barca-al00 Firmware All All All All

Hardware Huawei Berkeley-al20 - All All All

Operating System Huawei Berkeley-al20 Firmware All All All All

Hardware Huawei Berkeley-l09 - All All All

Operating System Huawei Berkeley-l09 Firmware All All All All

Hardware Huawei Berkeley-tl10 - All All All

Operating System Huawei Berkeley-tl10 Firmware All All All All

Hardware Huawei Bla-al00b - All All All

Operating System Huawei Bla-al00b Firmware All All All All

Hardware Huawei Bla-l29c - All All All

Operating System Huawei Bla-l29c Firmware All All All All

Hardware Huawei Bla-tl00b - All All All

Operating System Huawei Bla-tl00b Firmware All All All All

Hardware Huawei Cairogo-l22 - All All All

Operating System Huawei Cairogo-l22 Firmware All All All All
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Hardware Huawei Charlotte-l29c - All All All

Operating System Huawei Charlotte-l29c Firmware All All All All

Hardware Huawei Columbia-al10b - All All All

Operating System Huawei Columbia-al10b Firmware All All All All

Hardware Huawei Columbia-al10i - All All All

Operating System Huawei Columbia-al10i Firmware All All All All

Hardware Huawei Columbia-l29d - All All All

Operating System Huawei Columbia-l29d Firmware All All All All

Hardware Huawei Columbia-tl00d - All All All

Operating System Huawei Columbia-tl00d Firmware All All All All

Hardware Huawei Cornell-al00a - All All All

Operating System Huawei Cornell-al00a Firmware All All All All

Hardware Huawei Cornell-al00i - All All All

Hardware Huawei Cornell-al00ind - All All All

Operating System Huawei Cornell-al00ind Firmware All All All All

Operating System Huawei Cornell-al00i Firmware All All All All

Hardware Huawei Cornell-al10ind - All All All

Operating System Huawei Cornell-al10ind Firmware All All All All

Hardware Huawei Cornell-l29a - All All All

Operating System Huawei Cornell-l29a Firmware All All All All

Hardware Huawei Cornell-tl10b - All All All

Operating System Huawei Cornell-tl10b Firmware All All All All

Hardware Huawei Dubai-al00a - All All All

Operating System Huawei Dubai-al00a Firmware All All All All

Hardware Huawei Dura-al00a - All All All

Operating System Huawei Dura-al00a Firmware All All All All

Hardware Huawei Dura-tl00a - All All All

Operating System Huawei Dura-tl00a Firmware All All All All

Hardware Huawei Emily-l29c - All All All

Operating System Huawei Emily-l29c Firmware All All All All

Operating System Huawei Emily-l29c Firmware 8.1.0.156\(c605\) All All All

Hardware Huawei Ever-l29b - All All All

Operating System Huawei Ever-l29b Firmware All All All All

Hardware Huawei Figo-l23 - All All All

Operating System Huawei Figo-l23 Firmware All All All All

Hardware Huawei Figo-l31 - All All All
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Hardware Huawei Figo-l31 - All All All

Operating System Huawei Figo-l31 Firmware All All All All

Operating System Huawei Figo-l31 Firmware 8.0.0.122d\(c652\) All All All

Hardware Huawei Figo-tl10b - All All All

Operating System Huawei Figo-tl10b Firmware All All All All

Hardware Huawei Florida-al20b - All All All

Operating System Huawei Florida-al20b Firmware All All All All

Hardware Huawei Florida-l21 - All All All

Operating System Huawei Florida-l21 Firmware All All All All

Hardware Huawei Florida-l22 - All All All

Operating System Huawei Florida-l22 Firmware All All All All

Hardware Huawei Florida-l23 - All All All

Operating System Huawei Florida-l23 Firmware All All All All

Hardware Huawei Florida-tl10b - All All All

Operating System Huawei Florida-tl10b Firmware All All All All

Hardware Huawei Harry-al00c - All All All

Operating System Huawei Harry-al00c Firmware - All All All

Hardware Huawei Harry-al10b - All All All

Operating System Huawei Harry-al10b Firmware - All All All

Hardware Huawei Harry-tl00c - All All All

Operating System Huawei Harry-tl00c Firmware - All All All

Hardware Huawei Hima-l29c - All All All

Operating System Huawei Hima-l29c Firmware - All All All

Hardware Huawei Honor 10 Lite - All All All

Operating System Huawei Honor 10 Lite Firmware - All All All

Hardware Huawei Honor 20 - All All All

Operating System Huawei Honor 20 Firmware All All All All

Hardware Huawei Honor 20 Pro - All All All

Operating System Huawei Honor 20 Pro Firmware All All All All

Hardware Huawei Honor 8a - All All All

Operating System Huawei Honor 8a Firmware - All All All

Hardware Huawei Honor 8x - All All All

Operating System Huawei Honor 8x Firmware - All All All

Hardware Huawei Honor View 10 - All All All

Operating System Huawei Honor View 10 Firmware - All All All

Hardware Huawei Honor View 20 - All All All
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Operating System Huawei Honor View 20 Firmware - All All All

Hardware Huawei Imanager Neteco - All All All

Hardware Huawei Imanager Neteco 6000 - All All All

Operating System Huawei Imanager Neteco 6000 Firmware - All All All

Operating System Huawei Imanager Neteco Firmware - All All All

Hardware Huawei Jakarta-al00a - All All All

Operating System Huawei Jakarta-al00a Firmware - All All All

Hardware Huawei Johnson-tl00d - All All All

Operating System Huawei Johnson-tl00d Firmware - All All All

Hardware Huawei Johnson-tl00f - All All All

Operating System Huawei Johnson-tl00f Firmware - All All All

Hardware Huawei Katyusha-al00a - All All All

Operating System Huawei Katyusha-al00a Firmware - All All All

Hardware Huawei Laya-al00ep - All All All

Operating System Huawei Laya-al00ep Firmware - All All All

Hardware Huawei Leland-l21a - All All All

Operating System Huawei Leland-l21a Firmware - All All All

Hardware Huawei Leland-l31a - All All All

Operating System Huawei Leland-l31a Firmware - All All All

Hardware Huawei Leland-l32a - All All All

Operating System Huawei Leland-l32a Firmware - All All All

Hardware Huawei Leland-l32c - All All All

Operating System Huawei Leland-l32c Firmware - All All All

Hardware Huawei Leland-l42a - All All All

Operating System Huawei Leland-l42a Firmware - All All All

Hardware Huawei Leland-l42c - All All All

Operating System Huawei Leland-l42c Firmware - All All All

Hardware Huawei Leland-tl10b - All All All

Operating System Huawei Leland-tl10b Firmware - All All All

Hardware Huawei Leland-tl10c - All All All

Operating System Huawei Leland-tl10c Firmware - All All All

Hardware Huawei Lelandp-al00c - All All All

Operating System Huawei Lelandp-al00c Firmware - All All All

Hardware Huawei Lelandp-al10b - All All All

Operating System Huawei Lelandp-al10b Firmware - All All All
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Hardware Huawei Lelandp-al10d - All All All

Operating System Huawei Lelandp-al10d Firmware - All All All

Hardware Huawei Lelandp-l22a - All All All

Operating System Huawei Lelandp-l22a Firmware - All All All

Hardware Huawei Lelandp-l22c - All All All

Operating System Huawei Lelandp-l22c Firmware - All All All

Hardware Huawei Lelandp-l22d - All All All
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Vendor Comments And Credit

Discovery Credit

LEGACY: Daniele Antonioli‚ Nils Ole Tippenhauer, Kasper Rasmussen

There are currently no legacy QID mappings associated with this CVE.
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