CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2019-9518

MITRE NVD CVE.ORG Print: PDF %5

CVE-2019-9518

PUBLIC

cert@cert.org

CVE Program / NVD first with legacy fallback
2019-08-13 21:15:00 UTC

2023-11-07 03:13:00 UTC

Some HTTP/2 implementations are vulnerable to a flood of empty frames, potentially leading to a denial of service. The atte
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Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Operating System
Operating System
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Apache Traffic Server All All All All
Apache Traffic Server All All All All
Apache Traffic Server All All All All
Apple Mac Os X All All All All
Apple Mac Os X All All All All
Apple Swiftnio All All All All
Canonical Ubuntu Linux All All All All
Canonical Ubuntu Linux All All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 10.0 All All All
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Debian
Fedoraproject
Fedoraproject
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Mcafee
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Nodejs
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Opensuse
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Web Gateway

Web Gateway

Node.js
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Leap

Leap
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Graalvm
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Enterprise Linux
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Jboss Core Services

Jboss Core Services

Jboss Enterprise Application Platform
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Openshift Service Mesh

Openshift Service Mesh

Quay
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http://cve.report/software/synology/diskstation_manager
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Hardware Synology Vs960hd - All All All
Hardware Synology Vs960hd - All All All
Operating System Synology Vs960hd Firmware - All All All
Operating System Synology Vs960hd Firmware - All All All
Reference

support.f5.com/csp/article/K46011592

Red Hat Customer Portal

Bugtraqg: [SECURITY] [DSA 4520-1] trafficserver security update

[SECURITY] Fedora 29 Update: nodejs-10.16.3-1.fc29 - package-announce - Fedora Mailing-Lists
support.f5.com/csp/article/K46011592

Pony Mail!

Pony Mail!

Red Hat Customer Portal

Full Disclosure: APPLE-SA-2019-08-13-5 SwiftNIO HTTP/2 1.5.0

Bugtragq: APPLE-SA-2019-08-13-5 SwiftNIO HTTP/2 1.5.0

Red Hat Customer Portal

McAfee Security Bulletin - Updates and product status for HTTP/2 vulnerabilities (CVE-2019-9511, CVE-2019-9512, CVE-2019-9513, CVE-2C
Pony Mail!

Pony Mail!

August 2019 Node.js Vulnerabilities in NetApp Products | NetApp Product Security

Synology Inc.

Pony Mail!

Red Hat Customer Portal

[security-announce] openSUSE-SU-2019:2115-1: important: Security update
security-bulletins/2019-002.md at master - Netflix/security-bulletins - GitHub

[SECURITY] Fedora 29 Update: nodejs-10.16.3-1.fc29 - package-announce - Fedora Mailing-Lists
Pony Mail!

[SECURITY] Fedora 30 Update: nodejs-10.16.3-1.fc30 - package-announce - Fedora Mailing-Lists
Pony Mail!

Pony Mail!

myF5

Pony Mail!

Debian -- Security Information -- DSA-4520-1 trafficserver

[security-announce] openSUSE-SU-2019:2114-1: important: Security update


http://cve.report/vendor/synology
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https://lists.apache.org/thread.html/9317fd092b257a0815434b116a8af8daea6e920b6673f4fd5583d5fe@%253Ccommits.druid.apache.org%253E
https://access.redhat.com/errata/RHSA-2019:2955
http://seclists.org/fulldisclosure/2019/Aug/16
https://seclists.org/bugtraq/2019/Aug/24
https://access.redhat.com/errata/RHSA-2019:4352
https://kc.mcafee.com/corporate/index?page=content&id=SB10296
https://lists.apache.org/thread.html/2653c56545573b528f3f6352a29eccaf498bd6fb2a6a59568d81a61d%2540%253Cannounce.trafficserver.apache.org%253E
https://lists.apache.org/thread.html/091b518265bce56a16af87b77c8cfacda902a02079e866f9fdf13b61%2540%253Cusers.trafficserver.apache.org%253E
https://security.netapp.com/advisory/ntap-20190823-0005/
https://www.synology.com/security/advisory/Synology_SA_19_33
https://lists.apache.org/thread.html/rd31230d01fa6aad18bdadc0720acd1747e53690bd35f73a48e7a9b75%2540%253Ccommits.cassandra.apache.org%253E
https://access.redhat.com/errata/RHSA-2020:0727
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00031.html
https://github.com/Netflix/security-bulletins/blob/master/advisories/third-party/2019-002.md
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/4ZQGHE3WTYLYAYJEIDJVF2FIGQTAYPMC/
https://lists.apache.org/thread.html/091b518265bce56a16af87b77c8cfacda902a02079e866f9fdf13b61@%253Cusers.trafficserver.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/CMNFX5MNYRWWIMO4BTKYQCGUDMHO3AXP/
https://lists.apache.org/thread.html/9317fd092b257a0815434b116a8af8daea6e920b6673f4fd5583d5fe%2540%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/r99a625fb17032646d96cd23dec49603ff630e9318e44a686d63046bc%2540%253Ccommits.cassandra.apache.org%253E
https://support.f5.com/csp/article/K46011592?utm_source=f5support&amp%253Butm_medium=RSS
https://lists.apache.org/thread.html/ff5b0821a6985159a832ff6d1a4bd311ac07ecc7db1e2d8bab619107%2540%253Cdev.trafficserver.apache.org%253E
https://www.debian.org/security/2019/dsa-4520
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00032.html

Pony Mail!

Red Hat Customer Portal

[SECURITY] Fedora 30 Update: nodejs-10.16.3-1.fc30 - package-announce - Fedora Mailing-Lists
Pony Mail!

Pony Mail!

VU#605641 - HTTP/2 implementations do not robustly handle abnormal traffic and resource exhaustion
Red Hat Customer Portal

CVE Program record

NVD vulnerability detail

/

Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks to Piotr Sikora of Google for reporting this vulnerability.

Legacy QID Mappings

296079 Oracle Solaris 11.4 Support Repository Update (SRU) 15.5.0 Missing (CPUOCT2019)
500434 Alpine Linux Security Update for nodejs
504197 Alpine Linux Security Update for nodejs

940051 AlmaLinux Security Update for nodejs:10 (ALSA-2019:2925)
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