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CVE CVE-2019-9648
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-22 19:29:00 UTC
Updated 2019-08-26 07:15:00 UTC
Description An issue was discovered in the SFTP Server component in Core FTP 2.0 Build 674. A directory traversal vulnerability exists
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Coreftp Core Ftp 2.0 All All All

Application Coreftp Core Ftp 2.0 All All All

Reference Source Link
CoreFTP Server SIZE Directory Traversal = Packet Storm MISC packetstor!
CoreFTP Server FTP/SFTP Server CVE-2019-9648 Directory Traversal Vulnerability BID WWW.secul
Core FTP Server FTP / SFTP Server v2 Build 674 - 'SIZE' Directory Traversal - Windows dos Exploit EXPLOIT-DB  www.explc
Server v2 build 725 - Core FTP CONFIRM www.coref

Full Disclosure: CoreFTP Server FTP / SFTP Server v2 - Build 674 SIZE Directory Traversal (Metasploit) Exploit FULLDISC seclists.or¢
Full Disclosure: CVE-2019-9648 CoreFTP Server FTP / SFTP Server v2 - Build 674 SIZE Directory Traversal FULLDISC seclists.or¢
CVE Program record CVE.ORG WWw.cve.c

NVD vulnerability detail NVD nvd.nist.gc
1|
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/coreftp
http://cve.report/software/coreftp/core_ftp
http://packetstormsecurity.com/files/154204/CoreFTP-Server-SIZE-Directory-Traversal.html
http://www.securityfocus.com/bid/107446
https://www.exploit-db.com/exploits/46535
http://www.coreftp.com/forums/viewtopic.php?f=15&t=4022509
http://seclists.org/fulldisclosure/2019/Aug/21
https://seclists.org/fulldisclosure/2019/Mar/23
https://www.cve.org/CVERecord?id=CVE-2019-9648
https://nvd.nist.gov/vuln/detail/CVE-2019-9648
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