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Summary

CVE CVE-2019-9649

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-22 20:29:00 UTC

Updated 2019-08-26 07:15:00 UTC

Description An issue was discovered in the SFTP Server component in Core FTP 2.0 Build 674. Using the MDTM FTP command, a remote attacker can use a directory traversal technique (..\..\) to browse outside the root directory to determine the existence of a file on the operating system, and its last modified date.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Coreftp Core Ftp 2.0 All All All

Application Coreftp Core Ftp 2.0 All All All

References

Reference Source Link

Malformed Request BID www.securityfocus.com

CoreFTP Server MDTM Directory Traversal ≈ Packet Storm MISC packetstormsecurity.com

Server v2 build 725 - Core FTP CONFIRM www.coreftp.com

Core FTP Server FTP / SFTP Server v2 Build 674 - 'MDTM' Directory Traversal - Windows dos Exploit EXPLOIT-DB www.exploit-db.com

Full Disclosure: CoreFTP Server FTP / SFTP Server v2 - Build 674 MDTM Directory Traversal (Metasploit) Exploit FULLDISC seclists.org

Full Disclosure: CVE-2019-9649 CoreFTP FTP / SFTP Server v2 - Build 674 MDTM Directory Traversal FULLDISC seclists.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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