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Summary

CVE CVE-2019-9658

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-11 05:29:00 UTC

Updated 2023-11-07 03:13:00 UTC

Description Checkstyle before 8.18 loads external DTDs by default.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkstyle Checkstyle All All All All

Application Checkstyle Checkstyle All All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 28 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 28 All All All

Operating System Fedoraproject Fedora 29 All All All

References

Reference Source

Pony Mail!

Pony Mail! MLIST

Disable loading external DTDs by default, create system property to activate it · Issue #6474 · checkstyle/checkstyle · GitHub MISC

Issue #6474: disable external dtd load by default by romani · Pull Request #6476 · checkstyle/checkstyle · GitHub MISC

Pony Mail!

Pony Mail!

Pony Mail! MLIST
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Pony Mail! MLIST

Pony Mail! MLIST

Pony Mail!

[SECURITY] [DLA 1768-1] checkstyle security update MLIST

Pony Mail!

Pony Mail! MLIST

Pony Mail!

[SECURITY] Fedora 30 Update: checkstyle-8.0-7.fc30 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 29 Update: checkstyle-8.0-4.1.fc29 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 29 Update: checkstyle-8.0-4.1.fc29 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 28 Update: checkstyle-8.0-4.1.fc28 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: checkstyle-8.0-7.fc30 - package-announce - Fedora Mailing-Lists

Pony Mail! MLIST

[SECURITY] Fedora 28 Update: checkstyle-8.0-4.1.fc28 - package-announce - Fedora Mailing-Lists FEDORA

Pony Mail! MLIST

checkstyle – Release Notes MISC

Remove DTDs from http://checkstyle.sourceforge.net and from http://puppycrawl.com/ · Issue #6478 · checkstyle/checkstyle · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

730384 Apache NiFi Checkstyle Dependency Extensible Markup Language (XML) External Entity (XXE) Vulnerability

981079 Java (maven) Security Update for com.puppycrawl.tools:checkstyle (GHSA-gp32-7h29-rpxm)
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