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The Chuango 433 MHz burglar-alarm product line uses static codes in the RF remote control, allowing an attacker to arm, ¢

Risk And Classification

Problem Types: CWE-294

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware

Hardware

Operating System

Vendor

Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango

Chuango

Product

A11 Pstn/lcd/rfid Touch Alarm System

Version

A11 Pstn/lcd/rfid Touch Alarm System Firmware -

A11 Pstn/lcd/rfid Touch Alarm System

A11 Pstn/lcd/rfid Touch Alarm System

A11 Pstn/lcd/rfid Touch Alarm System Firmware -

A11 Pstn/lcd/rfid Touch Alarm System Firmware -

A8 Pstn Alarm System

A8 Pstn Alarm System

A8 Pstn Alarm System Firmware

A8 Pstn Alarm System Firmware

Awv Plus Wifi Alarm System

Awv Plus Wifi Alarm System

Awv Plus Wifi Alarm System Firmware
Awv Plus Wifi Alarm System Firmware
B11 Dual-network Alarm System

B11 Dual-network Alarm System

B11 Dual-network Alarm System Firmware

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2019-9659/mitre
https://cve.report/CVE-2019-9659/nist
https://cve.report/CVE-2019-9659/cve_org
https://cve.report/CVE-2019-9659.pdf
http://cve.report/vendor/chuango
http://cve.report/software/chuango/a11_pstn/lcd/rfid_touch_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/a11_pstn/lcd/rfid_touch_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/a11_pstn/lcd/rfid_touch_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/a11_pstn/lcd/rfid_touch_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/a11_pstn/lcd/rfid_touch_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/a11_pstn/lcd/rfid_touch_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/a8_pstn_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/a8_pstn_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/a8_pstn_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/a8_pstn_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/awv_plus_wifi_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/awv_plus_wifi_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/awv_plus_wifi_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/awv_plus_wifi_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/b11_dual-network_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/b11_dual-network_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/b11_dual-network_alarm_system_firmware

Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System

Operating System

Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Chuango
Eminent

Eminent

Eminent

Eminent

B11 Dual-network Alarm System Firmware
Cg-105s On-site Alarm System

Cg-105s On-site Alarm System

Cg-105s On-site Alarm System Firmware

Cg-105s On-site Alarm System Firmware

G3 Gsm/sms Alarm System

G3 Gsm/sms Alarm System Firmware

G3 Gsm/sms Alarm System

G3 Gsm/sms Alarm System

G3 Gsm/sms Alarm System Firmware

G3 Gsm/sms Alarm System Firmware

G5w 3g

Gb5w 3g

G5w 3g Firmware

Gbw 3g Firmware

G5 Plus Gsm/sms/rfid Touch Alarm System

G5 Plus Gsm/sms/rfid Touch Alarm System Firmware
G5 Plus Gsm/sms/rfid Touch Alarm System

G5 Plus Gsm/sms/rfid Touch Alarm System

G5 Plus Gsm/sms/rfid Touch Alarm System Firmware
G5 Plus Gsm/sms/rfid Touch Alarm System Firmware
Wifi/cellular Smart Home System H4 Plus
Wifi/cellular Smart Home System H4 Plus Firmware
Wifi/cellular Smart Home System H4 Plus
Wifi/cellular Smart Home System H4 Plus
Wifi/cellular Smart Home System H4 Plus Firmware
Wifi/cellular Smart Home System H4 Plus Firmware
Wifi Alarm System

Wifi Alarm System

Wifi Alarm System Firmware

Wifi Alarm System Firmware

Em8617 Ov2 Wifi Alarm System

Em8617 Ov2 Wifi Alarm System

Em8617 Ov2 Wifi Alarm System Firmware

Em8617 Ov2 Wifi Alarm System Firmware

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/chuango
http://cve.report/software/chuango/b11_dual-network_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/cg-105s_on-site_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/cg-105s_on-site_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/cg-105s_on-site_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/cg-105s_on-site_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g3_gsm/sms_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g3_gsm/sms_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g3_gsm/sms_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g3_gsm/sms_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g3_gsm/sms_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g3_gsm/sms_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g5w_3g
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g5w_3g
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g5w_3g_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g5w_3g_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g5_plus_gsm/sms/rfid_touch_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g5_plus_gsm/sms/rfid_touch_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g5_plus_gsm/sms/rfid_touch_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g5_plus_gsm/sms/rfid_touch_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g5_plus_gsm/sms/rfid_touch_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/g5_plus_gsm/sms/rfid_touch_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/wifi/cellular_smart_home_system_h4_plus
http://cve.report/vendor/chuango
http://cve.report/software/chuango/wifi/cellular_smart_home_system_h4_plus_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/wifi/cellular_smart_home_system_h4_plus
http://cve.report/vendor/chuango
http://cve.report/software/chuango/wifi/cellular_smart_home_system_h4_plus
http://cve.report/vendor/chuango
http://cve.report/software/chuango/wifi/cellular_smart_home_system_h4_plus_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/wifi/cellular_smart_home_system_h4_plus_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/wifi_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/wifi_alarm_system
http://cve.report/vendor/chuango
http://cve.report/software/chuango/wifi_alarm_system_firmware
http://cve.report/vendor/chuango
http://cve.report/software/chuango/wifi_alarm_system_firmware
http://cve.report/vendor/eminent
http://cve.report/software/eminent/em8617_ov2_wifi_alarm_system
http://cve.report/vendor/eminent
http://cve.report/software/eminent/em8617_ov2_wifi_alarm_system
http://cve.report/vendor/eminent
http://cve.report/software/eminent/em8617_ov2_wifi_alarm_system_firmware
http://cve.report/vendor/eminent
http://cve.report/software/eminent/em8617_ov2_wifi_alarm_system_firmware

References

Reference Source Link Tags
write-ups/CVE-2019-9659 at master - RiieCco/write-ups - GitHub MISC github.com Third Party Advisory
CVE Program record CVE.ORG Www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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