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Summary

CVE CVE-2019-9675

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-11 11:29:00 UTC

Updated 2023-11-07 03:13:00 UTC

Description ** DISPUTED ** An issue was discovered in PHP 7.x before 7.1.27 and 7.3.x before 7.3.3. phar_tar_writeheaders_int in ext/phar/tar.c has a buffer overflow via a long link value. NOTE: The vendor indicates that the link value is used only when an archive contains a symlink, which currently cannot happen: "This issue allows theoretical compromise of security, but a practical attack is usually impossible."

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Opensuse Leap 42.3 All All All

Operating System Opensuse Leap 42.3 All All All

Application Php Php All All All All

Application Php Php All All All All

References

Reference Source Link Tags

USN-3922-2: PHP vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com Third Party Advisory

PHP :: Sec Bug #77586 :: phar_tar_writeheaders_int() buffer overflow MISC bugs.php.net Issue Tracking, Patch, Vendor Advisory

[security-announce] openSUSE-SU-2019:1503-1: moderate: Security update f SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2019:1572-1: moderate: Security update f SUSE lists.opensuse.org

PHP: PHP 7 ChangeLog MISC php.net Product, Vendor Advisory

[security-announce] openSUSE-SU-2019:1293-1: moderate: Security update f SUSE lists.opensuse.org Mailing List, Third Party Advisory
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[security-announce] openSUSE-SU-2019:1573-1: moderate: Security update f SUSE lists.opensuse.org

USN-3922-3: PHP vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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