
CVE-2019-9676
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2019-9676

State PUBLIC

Assigner cybersecurity@dahuatech.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-12 15:29:00 UTC

Updated 2019-06-17 19:13:00 UTC

Description Buffer overflow vulnerability found in some Dahua IP Camera devices IPC-HFW1XXX,IPC-HDW1XXX,IPC-HFW2XXX Build before 2018/11. The vulnerability exits in the function of redirection display for serial port printing information, which can not be used by product basic functions. After an attacker logs in locally, this vulnerability can be exploited to cause device restart or arbitrary code execution. Dahua has identified the corresponding security problems in the static code auditing process, so it has gradually deleted this function, which is no longer available in the newer devices and softwares. Dahua has released versions of the affected products to fix the vulnerability.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Dahuasecurity Ipc-hdw1xxx - All All All

Hardware Dahuasecurity Ipc-hdw1xxx - All All All

Operating System Dahuasecurity Ipc-hdw1xxx Firmware All All All All

Operating System Dahuasecurity Ipc-hdw1xxx Firmware All All All All

Hardware Dahuasecurity Ipc-hfw1xxx - All All All

Hardware Dahuasecurity Ipc-hfw1xxx - All All All

Operating System Dahuasecurity Ipc-hfw1xxx Firmware All All All All

Operating System Dahuasecurity Ipc-hfw1xxx Firmware All All All All

Hardware Dahuasecurity Ipc-hfw2xxx - All All All

Hardware Dahuasecurity Ipc-hfw2xxx - All All All

Operating System Dahuasecurity Ipc-hfw2xxx Firmware All All All All

Operating System Dahuasecurity Ipc-hfw2xxx Firmware All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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