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Summary

CVE CVE-2019-9692

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-11 18:29:00 UTC

Updated 2019-04-02 18:42:00 UTC

Description class.showtime2_image.php in CMS Made Simple (CMSMS) before 2.2.10 does not ensure that a watermark file has a standard image file extension (GIF, JPG, JPEG, or PNG).

Risk And Classification

Problem Types: CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cmsmadesimple Cms Made Simple All All All All

Application Cmsmadesimple Cms Made Simple All All All All

References

Reference Source Link

CMS Made Simple Forums • View topic - Announcing CMS Made Simple v2.2.10 - Spuzzum MISC forum.cmsmadesimple.org

CMS Made Simple (CMSMS) Showtime2 File Upload RCE MISC www.rapid7.com

CMS Made Simple Showtime2 Module 3.6.2 - (Authenticated) Arbitrary File Upload - PHP webapps Exploit EXPLOIT-DB www.exploit-db.com

WebSVN - showtime2 - Diff - Rev 14 and 47 - /trunk/lib/class.showtime2_image.php MISC viewsvn.cmsmadesimple.org

CMS Made Simple (CMSMS) Showtime2 - File Upload Remote Code Execution (Metasploit) - PHP remote Exploit EXPLOIT-DB www.exploit-db.com

CMS Made Simple (CMSMS) Showtime2 File Upload Remote Command Execution ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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