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CVE CVE-2019-9740
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2019-03-13 03:29:00 UTC
Updated 2023-11-07 03:13:00 UTC
Description An issue was discovered in urllib2 in Python 2.x through 2.7.16 and urllib in Python 3.x through 3.7.3. CRLF injection is pos

1|

Problem Types: CWE-93

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Python Python All All All All
Application Python Python All All All All
Application Python Python All All All All

References |
Reference Source
[SECURITY] Fedora 29 Update: python35-3.5.8-2.fc29 - package-announce - Fedora Mailing-Lists
Python CVE-2019-9740 CRLF Injection Vulnerability BID
[SECURITY] [DLA 2280-1] python3.5 security update MLIST
[SECURITY] Fedora 29 Update: python36-3.6.9-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA
Red Hat Customer Portal REDHAT
Issue 36276: [CVE-2019-9740] Python urllib CRLF injection vulnerability - Python tracker MISC
Slackware Security Advisory - python Updates ~ Packet Storm MISC
[SECURITY] Fedora 30 Update: python35-3.5.8-2.fc30 - package-announce - Fedora Mailing-Lists
USN-4127-1: Python vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU
[SECURITY] Fedora 30 Update: python35-3.5.8-2.fc30 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 29 Update: python3-3.7.3-3.fc29 - package-announce - Fedora Mailing-Lists
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http://cve.report/software/python/python
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/JCPGLTTOBB3QEARDX4JOYURP6ELNNA2V/
http://www.securityfocus.com/bid/107466
https://lists.debian.org/debian-lts-announce/2020/07/msg00011.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/2ORNTF62QPLMJXIQ7KTZQ2776LMIXEKL/
https://access.redhat.com/errata/RHSA-2019:3520
https://bugs.python.org/issue36276
http://packetstormsecurity.com/files/154927/Slackware-Security-Advisory-python-Updates.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/M34WOYCDKTDE5KLUACE2YIEH7D37KHRX/
https://usn.ubuntu.com/4127-1/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/M34WOYCDKTDE5KLUACE2YIEH7D37KHRX/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/JMWSKTNOHSUOT3L25QFJAVCFYZX46FYK/

[SECURITY] Fedora 31 Update: python35-3.5.8-2.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: python3-3.7.3-3.fc30 - package-announce - Fedora Mailing-Lists

Python: Multiple vulnerabilities (GLSA 202003-26) — Gentoo security GENTOO
Bugtragq: [slackware-security] python (SSA:2019-293-01) BUGTRAQ
USN-4127-2: Python vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU
Red Hat Customer Portal REDHAT

[SECURITY] Fedora 29 Update: python36-3.6.9-1.fc29 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 1835-1] python3.4 security update MLIST

[SECURITY] Fedora 30 Update: python36-3.6.9-1.fc30 - package-announce - Fedora Mailing-Lists

[security-announce] openSUSE-SU-2019:2133-1: moderate: Security update f SUSE
[SECURITY] [DLA 1834-1] python2.7 security update MLIST
[SECURITY] [DLA 1835-2] python3.4 regression update MLIST
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
[SECURITY] Fedora 29 Update: python35-3.5.8-2.fc29 - package-announce - Fedora Mailing-Lists FEDORA

oss-security - [CVE-2020-15693, CVE-2020-15694] Nim - stdlib Httpclient - Header Crlf Injection & Server Response Validation ~MLIST

[SECURITY] Fedora 29 Update: python3-3.7.3-3.fc29 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 31 Update: python35-3.5.8-2.fc31 - package-announce - Fedora Mailing-Lists FEDORA
Red Hat Customer Portal REDHAT
Oracle Critical Patch Update Advisory - July 2022 N/A
[SECURITY] Fedora 30 Update: python36-3.6.9-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] [DLA 2337-1] python2.7 security update MLIST
[security-announce] openSUSE-SU-2019:2131-1: moderate: Security update f SUSE
[SECURITY] Fedora 30 Update: python3-3.7.3-3.fc30 - package-announce - Fedora Mailing-Lists FEDORA
CVE-2019-9740 Python Vulnerability in NetApp Products | NetApp Product Security CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159668 Oracle Enterprise Linux Security Update for python27:2.7 security and bug fix update (ELSA-2019-3335)
296073 Oracle Solaris 11.4 Support Repository Update (SRU) 24.75.2 Missing (CPUJUL2020)

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/4X3HW5JRZ7GCPSR7UHJOLD7AWLTQCDVR/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/JXASHCDD4PQFKTMKQN4YOP5ZH366ABN4/
https://security.gentoo.org/glsa/202003-26
https://seclists.org/bugtraq/2019/Oct/29
https://usn.ubuntu.com/4127-2/
https://access.redhat.com/errata/RHSA-2019:2030
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/2ORNTF62QPLMJXIQ7KTZQ2776LMIXEKL/
https://lists.debian.org/debian-lts-announce/2019/06/msg00023.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/44TS66GJMO5H3RLMVZEBGEFTB6O2LJJU/
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00041.html
https://lists.debian.org/debian-lts-announce/2019/06/msg00022.html
https://lists.debian.org/debian-lts-announce/2019/06/msg00026.html
https://access.redhat.com/errata/RHSA-2019:3335
https://access.redhat.com/errata/RHSA-2019:3725
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JCPGLTTOBB3QEARDX4JOYURP6ELNNA2V/
http://www.openwall.com/lists/oss-security/2021/02/04/2
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JMWSKTNOHSUOT3L25QFJAVCFYZX46FYK/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4X3HW5JRZ7GCPSR7UHJOLD7AWLTQCDVR/
https://access.redhat.com/errata/RHSA-2019:1260
https://www.oracle.com/security-alerts/cpujul2022.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/44TS66GJMO5H3RLMVZEBGEFTB6O2LJJU/
https://lists.debian.org/debian-lts-announce/2020/08/msg00034.html
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00039.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/JXASHCDD4PQFKTMKQN4YOP5ZH366ABN4/
https://security.netapp.com/advisory/ntap-20190619-0005/
https://www.cve.org/CVERecord?id=CVE-2019-9740
https://nvd.nist.gov/vuln/detail/CVE-2019-9740
http://cve.report/qid/159668
http://cve.report/qid/296073
http://cve.report/qid/296075
http://cve.report/qid/296081
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377306 Alibaba Cloud Linux Security Update for python (ALINUX2-SA-2019:0094)

377557 Alibaba Cloud Linux Security Update for python27:2.7 (ALINUX3-SA-2022:0112)

6000046 Debian Security Update for python-urllib3 (DLA 3610-1)

671062 EulerOS Security Update for python (EulerOS-SA-2019-2442)

690721 Free Berkeley Software Distribution (FreeBSD) Security Update for python 3.6 (18ed9650-a1d6-11e9-9b17-fcaa147e860e)

940202 AlmalLinux Security Update for python27:2.7 (ALSA-2019:3335)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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