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Summary

CVE CVE-2019-9741

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-13 08:29:00 UTC

Updated 2023-11-07 03:13:00 UTC

Description An issue was discovered in net/http in Go 1.11.5. CRLF injection is possible if the attacker controls a url parameter, as demonstrated by the second argument to http.NewRequest with \r\n followed by an HTTP header or a Redis command.

Risk And Classification

Problem Types: CWE-93

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 29 All All All

Application Golang Go 1.11.5 All All All

Application Golang Go 1.11.5 All All All

Application Redhat Developer Tools 1.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

References

Reference Source Link Tags

[SECURITY] [DLA 2591-1] golang-1.7 security update MLIST lists.debian.org Mailing List, Third Party Advisory

net/http: CRLF injection vulnerability · Issue #30794 · golang/go · GitHub MISC github.com Exploit, Patch, Third Party Advisory

[SECURITY] [DLA 2592-1] golang-1.8 security update MLIST lists.debian.org Mailing List, Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

[SECURITY] Fedora 29 Update: golang-1.11.6-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 1749-1] golang security update MLIST lists.debian.org Mailing List, Third Party Advisory

Golang Go CVE-2019-9741 HTTP Response Splitting Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry
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[SECURITY] Fedora 29 Update: golang-1.11.6-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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