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Summary

CVE CVE-2019-9743

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-26 20:29:00 UTC

Updated 2019-04-05 15:16:00 UTC

Description An issue was discovered on PHOENIX CONTACT RAD-80211-XD and RAD-80211-XD/HP-BUS devices. Command injection can occur in the WebHMI component.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Phoenixcontact Rad-80211-xd - All All All

Hardware Phoenixcontact Rad-80211-xd - All All All

Hardware Phoenixcontact Rad-80211-xd/hp-bus - All All All

Operating System Phoenixcontact Rad-80211-xd/hp-bus Firmware - All All All

Hardware Phoenixcontact Rad-80211-xd/hp-bus - All All All

Hardware Phoenixcontact Rad-80211-xd/hp-bus - All All All

Operating System Phoenixcontact Rad-80211-xd/hp-bus Firmware - All All All

Operating System Phoenixcontact Rad-80211-xd/hp-bus Firmware - All All All

Operating System Phoenixcontact Rad-80211-xd Firmware - All All All

Operating System Phoenixcontact Rad-80211-xd Firmware - All All All

References

Reference Source Link Tags

PHOENIX CONTACT command injection on RAD-80211-XD(/HP-BUS) — German (Germany) MISC cert.vde.com Third Party Advisory

Multiple Phoenix Contact Products CVE-2019-9743 Command Injection Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.
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