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Summary

CVE CVE-2019-9744

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-26 20:29:00 UTC

Updated 2019-06-05 10:29:00 UTC

Description An issue was discovered on PHOENIX CONTACT FL NAT SMCS 8TX, FL NAT SMN 8TX, FL NAT SMN 8TX-M, and FL NAT SMN 8TX-M-DMG devices. There is unauthorized access to the WEB-UI by attackers arriving from the same source IP address as an authenticated user, because this IP address is used as a session identifier.

Risk And Classification

Problem Types: CWE-384

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Phoenixcontact Fl Nat Smcs 8tx - All All All

Hardware Phoenixcontact Fl Nat Smcs 8tx - All All All

Operating System Phoenixcontact Fl Nat Smcs 8tx Firmware - All All All

Operating System Phoenixcontact Fl Nat Smcs 8tx Firmware - All All All

Hardware Phoenixcontact Fl Nat Smn 8tx - All All All

Hardware Phoenixcontact Fl Nat Smn 8tx - All All All

Hardware Phoenixcontact Fl Nat Smn 8tx-m - All All All

Hardware Phoenixcontact Fl Nat Smn 8tx-m - All All All

Hardware Phoenixcontact Fl Nat Smn 8tx-m-dmg - All All All

Hardware Phoenixcontact Fl Nat Smn 8tx-m-dmg - All All All

Operating System Phoenixcontact Fl Nat Smn 8tx-m-dmg Firmware - All All All

Operating System Phoenixcontact Fl Nat Smn 8tx-m-dmg Firmware - All All All

Operating System Phoenixcontact Fl Nat Smn 8tx-m Firmware - All All All

Operating System Phoenixcontact Fl Nat Smn 8tx-m Firmware - All All All

Operating System Phoenixcontact Fl Nat Smn 8tx Firmware - All All All

Operating System Phoenixcontact Fl Nat Smn 8tx Firmware - All All All
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References

Reference Source Link

PHOENIX CONTACT unauthorized access to WEB-UI on FL NAT SMx — German (Germany) MISC cert.vde.com

PHOENIX CONTACT FL NAT SMx | CISA MISC ics-cert.us-cert.gov

Phoenix Contact FL NAT SMx Ethernet Switches CVE-2019-9744 Authorization Bypass Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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