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Summary

CVE CVE-2019-9746

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-13 16:29:00 UTC

Updated 2019-03-14 11:51:00 UTC

Description In libwebm before 2019-03-08, a NULL pointer dereference caused by the functions OutputCluster and OutputTracks in webm_info.cc will trigger an abort, which allows a DoS attack, a similar issue to CVE-2018-19212.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Webmproject Libwebm All All All All

References

Reference Source Link Tags

1605 - webm - An open web media project - Monorail MISC bugs.chromium.org Permissions Required, Third Party Advisory

2427abe0bde234987ed005a3adca461e9a85dfb7 - webm/libwebm - Git at Google MISC chromium.googlesource.com Mailing List, Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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