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Summary

CVE CVE-2019-9804

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-26 17:29:00 UTC

Updated 2019-04-30 23:51:00 UTC

Description In Firefox Developer Tools it is possible that pasting the result of the 'Copy as cURL' command into a command shell on macOS will cause the execution of unintended additional bash script commands if the URL was maliciously crafted. This is the result of an issue with the native version of Bash on macOS. *Note: This issue only affects macOS. Other operating systems are unaffected.*. This vulnerability affects Firefox < 66.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X - All All All

Operating System Apple Mac Os X - All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

References

Reference Source Link Tags

Access Denied MISC bugzilla.mozilla.org Issue Tracking

Security vulnerabilities fixed in Firefox 66 — Mozilla MISC www.mozilla.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

371855 Free Berkeley Software Distribution (FreeBSD) Security Update for mozilla Multiple Vulnerabilities (05da6b56-3e66-4306-9ea3-
89fafe939726)
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