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CVE-2019-9812

MITRE NVD

CVE CVE-2019-9812
State PUBLIC
Assigner security@mozilla.org

/ ]

Risk And Classification

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-08 22:15:00 UTC
Updated 2021-07-21 11:39:00 UTC
Description Given a compromised sandboxed content process due to a separate vulnerability, it is possible to escape that sandbox by |

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Application Mozilla Firefox

Application Mozilla Firefox

Application Mozilla Firefox Esr

Application Mozilla Firefox Esr
References

Reference

Security vulnerabilities fixed in Firefox 69 — Mozilla
Security vulnerabilities fixed in Firefox ESR 68.1 — Mozilla
Security vulnerabilities fixed in Firefox ESR 60.9 — Mozilla
Access Denied

Access Denied

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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All All
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www.mozilla.org
www.mozilla.org
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bugzilla.mozilla.org
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www.cve.org

nvd.nist.gov

Language
All
All
All

All

Tags

Vendor Advisory
Vendor Advisory
Vendor Advisory
Permissions Required
Permissions Required
canonical

canonical, analysis


https://cve.report/
https://cve.report/CVE-2019-9812/mitre
https://cve.report/CVE-2019-9812/nist
https://cve.report/CVE-2019-9812/cve_org
https://cve.report/api/cve/CVE-2019-9812.json
https://cve.report/CVE-2019-9812.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox_esr
https://www.mozilla.org/security/advisories/mfsa2019-25/
https://www.mozilla.org/security/advisories/mfsa2019-26/
https://www.mozilla.org/security/advisories/mfsa2019-27/
https://bugzilla.mozilla.org/show_bug.cgi?id=1538015
https://bugzilla.mozilla.org/show_bug.cgi?id=1538008
https://www.cve.org/CVERecord?id=CVE-2019-9812
https://nvd.nist.gov/vuln/detail/CVE-2019-9812

500921 Alpine Linux Security Update for firefox-esr

710116 Gentoo Linux Mozilla Firefox Multiple vulnerabilities (GLSA 201911-07)
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