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Summary

CVE CVE-2019-9847

State PUBLIC

Assigner security@documentfoundation.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-09 14:29:00 UTC

Updated 2021-09-08 17:21:00 UTC

Description A vulnerability in LibreOffice hyperlink processing allows an attacker to construct documents containing hyperlinks pointing to the location of an executable on the target users file system. If the hyperlink is activated by the victim the executable target is unconditionally launched. Under Windows and macOS when processing a hyperlink target explicitly activated by the user there was no judgment made on whether the target was an executable file, so such executable targets were launched unconditionally. This issue affects: All LibreOffice Windows and macOS versions prior to 6.1.6; LibreOffice Windows and macOS versions in the 6.2 series prior to 6.2.3.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Macos - All All All

Operating System Apple Mac Os - All All All

Operating System Apple Mac Os - All All All

Application Libreoffice Libreoffice All All All All

Application Libreoffice Libreoffice All All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

References

Reference Source Link Tags

CVE-2019-9847 | LibreOffice - Free Office Suite - Based on OpenOffice - Compatible with Microsoft CONFIRM www.libreoffice.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Zhongcheng Li(CK01) of Pox Security Team

https://cve.report/
https://cve.report/CVE-2019-9847/mitre
https://cve.report/CVE-2019-9847/nist
https://cve.report/CVE-2019-9847/cve_org
https://cve.report/CVE-2019-9847.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/macos
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os
http://cve.report/vendor/apple
http://cve.report/software/apple/mac_os
http://cve.report/vendor/libreoffice
http://cve.report/software/libreoffice/libreoffice
http://cve.report/vendor/libreoffice
http://cve.report/software/libreoffice/libreoffice
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
https://www.libreoffice.org/about-us/security/advisories/cve-2019-9847/
https://www.cve.org/CVERecord?id=CVE-2019-9847
https://nvd.nist.gov/vuln/detail/CVE-2019-9847


There are currently no legacy QID mappings associated with this CVE.
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