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LibreOffice is typically bundled with LibreLogo, a programmable turtle vector graphics script, which can execute arbitrary py
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 29 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 29 All All All
Fedoraproject Fedora 30 All All All
Libreoffice Libreoffice All All All All
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Application Libreoffice Libreoffice All All
Operating System Opensuse Leap 15.0 All
Operating System Opensuse Leap 15.1 All

Reference

[SECURITY] Fedora 30 Update: libreoffice-6.2.6.2-1.fc30 - package-announce - Fedora Mailing-Lists
CVE-2019-9850 | LibreOffice - Free Office Suite - Fun Project - Fantastic People
[security-announce] openSUSE-SU-2019:2183-1: moderate: Security update f

[SECURITY] Fedora 29 Update: libreoffice-6.1.6.3-3.fc29 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 29 Update: libreoffice-6.1.6.3-3.fc29 - package-announce - Fedora Mailing-Lists
Bugtraq: [SECURITY] [DSA 4501-1] libreoffice security update

[SECURITY] [DLA 1947-1] libreoffice security update

[SECURITY] Fedora 30 Update: libreoffice-6.2.6.2-1.fc30 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2019:2057-1: important: Security update

USN-4102-1: LibreOffice vulnerabilities | Ubuntu security notices | Ubuntu

Debian -- Security Information -- DSA-4501-1 libreoffice
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DEBIAN www.debian.org
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Vendor Comments And Credit

Discovery Credit

LEGACY: Thanks to alex (@insertscript) for reporting this issue

Legacy QID Mappings

356235 Amazon Linux Security Advisory for libreoffice : ALASLIBREOFFICE-2023-002

377399 Alibaba Cloud Linux Security Update for libreoffice (ALINUX3-SA-2022:0038)

377446 Alibaba Cloud Linux Security Update for libreoffice (ALINUX2-SA-2020:0048)

5010583 Alpine Linux Security Update for libreoffice

505019 Alpine Linux Security Update for libreoffice
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY


http://cve.report/vendor/libreoffice
http://cve.report/software/libreoffice/libreoffice
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/WVSDPZJG3UA43X3JXRHJAWXLDZEW77LM/
https://www.libreoffice.org/about-us/security/advisories/CVE-2019-9850
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00067.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/PMEGUWMWORC3DOVEHVXLFT3A5RSCMLBH/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/PMEGUWMWORC3DOVEHVXLFT3A5RSCMLBH/
https://seclists.org/bugtraq/2019/Aug/28
https://lists.debian.org/debian-lts-announce/2019/10/msg00005.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/WVSDPZJG3UA43X3JXRHJAWXLDZEW77LM/
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00006.html
https://usn.ubuntu.com/4102-1/
https://www.debian.org/security/2019/dsa-4501
https://www.cve.org/CVERecord?id=CVE-2019-9850
https://nvd.nist.gov/vuln/detail/CVE-2019-9850
http://cve.report/qid/356235
http://cve.report/qid/377399
http://cve.report/qid/377446
http://cve.report/qid/501053
http://cve.report/qid/505019
https://cve.report/

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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