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Summary

CVE CVE-2019-9855

State PUBLIC

Assigner security@documentfoundation.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-06 19:15:00 UTC

Updated 2022-10-14 02:55:00 UTC

Description LibreOffice is typically bundled with LibreLogo, a programmable turtle vector graphics script, which can execute arbitrary python commands contained with the document it is launched from. LibreOffice also has a feature where documents can specify that pre-installed scripts can be executed on various document script events such as mouse-over, etc. Protection was added to block calling LibreLogo from script event handers. However a Windows 8.3 path equivalence handling flaw left LibreOffice vulnerable under Windows that a document could trigger executing LibreLogo via a Windows filename pseudonym. This issue affects: Document Foundation LibreOffice 6.2 versions prior to 6.2.7; 6.3 versions prior to 6.3.1.

Risk And Classification

Problem Types: CWE-417

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libreoffice Libreoffice All All All All

Application Libreoffice Libreoffice All All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

References

Reference Source Link Tags

CVE-2019-9855 | LibreOffice - Free Office Suite - Based on OpenOffice - Compatible with Microsoft CONFIRM www.libreoffice.org Vendor Advisory

[security-announce] openSUSE-SU-2019:2183-1: moderate: Security update f SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2019:2361-1: moderate: Security update f SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

https://cve.report/
https://cve.report/CVE-2019-9855/mitre
https://cve.report/CVE-2019-9855/nist
https://cve.report/CVE-2019-9855/cve_org
https://cve.report/CVE-2019-9855.pdf
http://cve.report/vendor/libreoffice
http://cve.report/software/libreoffice/libreoffice
http://cve.report/vendor/libreoffice
http://cve.report/software/libreoffice/libreoffice
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
https://www.libreoffice.org/about-us/security/advisories/CVE-2019-9855/
http://lists.opensuse.org/opensuse-security-announce/2019-09/msg00067.html
http://lists.opensuse.org/opensuse-security-announce/2019-10/msg00055.html
https://www.cve.org/CVERecord?id=CVE-2019-9855
https://nvd.nist.gov/vuln/detail/CVE-2019-9855


LEGACY: Thanks to alex (@insertscript) for reporting this issue

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

501054 Alpine Linux Security Update for libreoffice

505020 Alpine Linux Security Update for libreoffice

http://cve.report/qid/501054
http://cve.report/qid/505020
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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