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CVE CVE-2019-9857
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2019-03-21 16:01:00 UTC
Updated 2023-11-07 03:13:00 UTC
Description In the Linux kernel through 5.0.2, the function inotify_update_existing_watch() in fs/notify/inotify/inotify_user.c neglects to cz

1|

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Operating System Linux Linux Kernel All All

Edition Language

All All

References

Reference

Linux kernel 'fs/notify/inotify/inotify_user.c' Local Denial of Service Vulnerability

inotify: Fix fsnotify_mark refcount leak in inotify_update_existing_watch() - Patchwork

March 27th 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security
kernel/git/jack/linux-fs.git - Ext2/3, UDF, quota tree

[SECURITY] Fedora 29 Update: kernel-5.0.6-200.fc29 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 29 Update: kernel-5.0.6-200.fc29 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 28 Update: kernel-tools-5.0.6-100.fc28 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 28 Update: kernel-tools-5.0.6-100.fc28 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail

1]

Source Link
BID www.securityfocus.cor
MISC patchwork.kernel.org

CONFIRM  security.netapp.com
MISC git.kernel.org
lists.fedoraproject.org
FEDORA lists.fedoraproject.org
lists.fedoraproject.org
FEDORA lists.fedoraproject.org
CVE.ORG www.cve.org

NVD nvd.nist.gov

Wﬂ

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2019-9857/nist
https://cve.report/CVE-2019-9857/cve_org
https://cve.report/api/cve/CVE-2019-9857.json
https://cve.report/CVE-2019-9857.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://www.securityfocus.com/bid/107527
https://patchwork.kernel.org/patch/10836283/
https://security.netapp.com/advisory/ntap-20190404-0002/
https://git.kernel.org/pub/scm/linux/kernel/git/jack/linux-fs.git/commit/?h=fsnotify&id=62c9d2674b31d4c8a674bee86b7edc6da2803aea
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/PPH3B7FJOMWD5JWUPZKB6T44KNT4PX2L/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/PPH3B7FJOMWD5JWUPZKB6T44KNT4PX2L/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/NXLZ2V2ES37A3J7DMK4MZYIWV2LEZFLM/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/NXLZ2V2ES37A3J7DMK4MZYIWV2LEZFLM/
https://www.cve.org/CVERecord?id=CVE-2019-9857
https://nvd.nist.gov/vuln/detail/CVE-2019-9857

There are currently no legacy QID mappings associated with this CVE.
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