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Summary

CVE CVE-2019-9924

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-22 08:29:00 UTC

Updated 2022-04-05 20:11:00 UTC

Description rbash in Bash before 4.4-beta2 did not prevent the shell user from modifying BASH_CMDS, thus allowing the user to execute any command with the permissions of the shell.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Gnu Bash All All All All

Application Gnu Bash 4.4 beta1 All All

Application Gnu Bash All All All All

Application Gnu Bash 4.4 beta1 All All

Application Netapp Hci Management Node - All All All

Application Netapp Solidfire - All All All

Operating System Opensuse Leap 42.3 All All All

References

Reference Source Link Tags

USN-4058-2: Bash vulnerability | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

[security-announce] openSUSE-SU-2019:1178-1: important: Security update SUSE lists.opensuse.org
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USN-4058-1: Bash vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com

[SECURITY] [DLA 1726-1] bash security update MLIST lists.debian.org Mailing List, Third Party Advisory

Bug #1803441 “BASH_CMDS is writable in restricted bash shells (f...” : Bugs : bash package : Ubuntu MISC bugs.launchpad.net Issue Tracking, Third Party Advisory

CVE-2019-9924 GNU Bash Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

CHANGES - bash.git - bash MISC git.savannah.gnu.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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