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rbash in Bash before 4.4-beta2 did not prevent the shell user from modifying BASH_CMDS, thus allowing the user to execu

| 1|

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application

Application

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 8.0 All All All
Gnu Bash All All All All
Gnu Bash 4.4 betal All All
Gnu Bash All All All All
Gnu Bash 4.4 betal All All
Netapp Hci Management Node - All All All
Netapp Solidfire - All All All
Opensuse Leap 42.3 All All All
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NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377237 Alibaba Cloud Linux Security Update for bash (ALINUX2-SA-2020:0041)
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