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Summary

CVE CVE-2019-9971

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-07 18:15:00 UTC

Updated 2022-06-14 13:46:00 UTC

Description PhoneSystem Terminal in 3CX Phone System (Debian based installation) 16.0.0.1570 allows an attacker to gain root privileges by using sudo with the tcpdump command, without a password. This occurs because the -z (aka postrotate-command) option to tcpdump can be unsafe when used in conjunction with sudo.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware 3cx Phone System - All All All

Operating System 3cx Phone System Firmware 16.0.0.1570 All All All

Operating System Debian Debian Linux - All All All

References

Reference Source Link Tags

GoSecure Blog MISC www.gosecure.net

How I got root with Sudo | Securus Global Blog MISC www.securusglobal.com

Security Advisory: Multiple Vulnerabilities Impact 3CX Phone System - GoSecure MISC www.gosecure.net

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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