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cssamvnncLrrnumsucian Gertain versions of Android from Google contain the foIIowing
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In notifyNetworkTested and related functions of NetworkMonitor.java,
there is a possible bypass of private DNS settings. This could lead to
remote information disclosure with no additional execution privileges
needed. User interaction is needed for exploitation.Product:
AndroidVersions: Android-9Android ID: A-122652057
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CVE-2020-0028 has been assigned by = security@android.com to track the vulnerability - currently rated as severity.
CVSS3 Score: [SiSEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | =3 [ NONE |
CVSS2 Score: 7.1-HIGH
Access Access Authentication
Vector Complexity
[NONE
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [NONE_

CVE References

Description Tags Link
Pony Mail! / MLIST [karaf-issues] 20210824 [jira] [Commented] (KARAF-7240)
Upgrade bcprov 1.68 artifacts to mitigate CVE-2020-28052
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https://cve.report/
https://cve.report/CVE-2020-0028/mitre
https://cve.report/CVE-2020-0028/nist
https://cve.report/CVE-2020-0028/cve_org
https://cve.report/CVE-2020-28.pdf
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://lists.apache.org/thread.html/rf9abfc0223747a56694825c050cc6b66627a293a32ea926b3de22402@%253Cissues.karaf.apache.org%253E
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Upgrade bcprov artifacts to mitigate CVE-2020-28052
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text/htm

Pony Mail! lists.apache.org / MLIST [karaf-issues] 20210816 [jira] [Updated] (KARAF-7240)
text/html Upgrade bcprov artifacts to mitigate CVE-2020-28052

Pony Mail! lists.apache.org / MLIST [karaf-issues] 20210817 [jira] [Commented] (KARAF-7240)
text/html Upgrade bcprov 1.68 artifacts to mitigate CVE-2020-28052

Android Security Bulletin—February 2020 | 2 MISC source.android.com/security/bulletin/2020-02-01
Android Open Source Project Vendor Advisory
source.android.com

text/html

Pony Mail! lists.apache.org / MLIST [karaf-issues] 20210816 [jira] [Updated] (KARAF-7240)
text/html Upgrade bcprov 1.69 artifacts to mitigate CVE-2020-28052

Pony Mail! lists.apache.org / MLIST [karaf-issues] 20210810 [jira] [Commented] (KARAF-7240)
text/html Upgrade beprov artifacts to mitigate CVE-2020-28052

Pony Mail! lists.apache.org / MLIST [karaf-issues] 20210824 [jira] [Resolved] (KARAF-7240)
text/html Upgrade bcprov 1.68 artifacts to mitigate CVE-2020-28052

Pony Mail! lists.apache.org / MLIST [karaf-issues] 20210820 [jira] [Updated] (KARAF-7240)
text/html Upgrade bcprov 1.68 artifacts to mitigate CVE-2020-28052

Pony Mail! lists.apache.org / MLIST [karaf-issues] 20210817 [jira] [Updated] (KARAF-7240)
text/htm Upgrade bcprov 1.68 artifacts to mitigate CVE-2020-28052

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Google Android 9.0 All All All

System

Operating Google Android 9.0 All All All

System
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cpe:2.3:0:google:android:9.0:*: "

cpe:2.3:0:google:android:9.0:*:* "

No vendor comments have been submitted for this CVE
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https://lists.apache.org/thread.html/rfc0db1f3c375087e69a239f9284ded72d04fbb55849eadde58fa9dc2@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/rcd37d9214b08067a2e8f2b5b4fd123a1f8cb6008698d11ef44028c21@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r4e1619cfefcd031fac62064a3858f5c9229eef907bd5d8ef14c594fc@%253Cissues.karaf.apache.org%253E
https://source.android.com/security/bulletin/2020-02-01
https://lists.apache.org/thread.html/r167dbc42ef7c59802c2ca1ac14735ef9cf687c25208229993d6206fe@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r77af3ac7c3bfbd5454546e13faf7aec21d627bdcf36c9ca240436b94@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/rc9e441c1576bdc4375d32526d5cf457226928e9c87b9f54ded26271c@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r30a139c165b3da6e0d5536434ab1550534011b1fdfcd2f5d95892c5b@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r2ddabd06d94b60cfb0141e4abb23201c628ab925e30742f61a04d013@%253Cissues.karaf.apache.org%253E
mailto:%20comment@cve.report
http://cve.report/vendor/google
http://cve.report/software/google/android
http://cve.report/vendor/google
http://cve.report/software/google/android
https://cve.report/CVE-2020-0027
https://cve.report/CVE-2020-0029
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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