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In exif_data_load_data_content of exif-data.c, there is a possible UBSAN abort due to an integer overflow. This could lead

| 1|

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.10 All All All
Canonical Ubuntu Linux 20.04 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 8.0 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 33 All All All
Google Android 10.0 All All All
Google Android 10.0 All All All
Libexif Project Libexif All All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377153 Alibaba Cloud Linux Security Update for libexif (ALINUX3-SA-2021:0003)
501873 Alpine Linux Security Update for libexif

504996 Alpine Linux Security Update for libexif

610318 Google Android February 2021 Security Patch Missing for Huawei EMUI
752027 SUSE Enterprise Linux Security Update for libexif (SUSE-SU-2022:1148-1)

752034 SUSE Enterprise Linux Security Update for libexif (SUSE-SU-2022:1168-1)
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