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Summary

CVE CVE-2020-0530

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-12 21:15:00 UTC

Updated 2020-03-18 15:23:00 UTC

Description Improper buffer restrictions in firmware for Intel(R) NUC may allow an authenticated user to potentially enable escalation of privilege via local access. The list of affected products is provided in intel-sa-00343: https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00343.html

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel Compute Stick Stck1a32wfc - All All All

Hardware Intel Compute Stick Stck1a32wfc - All All All

Operating System Intel Compute Stick Stck1a32wfc Firmware stck1a32wfc All All All

Operating System Intel Compute Stick Stck1a32wfc Firmware stck1a32wfc All All All

Hardware Intel Compute Stick Stck1a8lfc - All All All

Hardware Intel Compute Stick Stck1a8lfc - All All All

Operating System Intel Compute Stick Stck1a8lfc Firmware stck1a8lfc All All All

Operating System Intel Compute Stick Stck1a8lfc Firmware stck1a8lfc All All All

Hardware Intel Compute Stick Stk1a32sc - All All All

Hardware Intel Compute Stick Stk1a32sc - All All All

Operating System Intel Compute Stick Stk1a32sc Firmware sc0045 All All All

Operating System Intel Compute Stick Stk1a32sc Firmware sc0045 All All All

Hardware Intel Compute Stick Stk1aw32sc - All All All

Hardware Intel Compute Stick Stk1aw32sc - All All All

Operating System Intel Compute Stick Stk1aw32sc Firmware sc0045 All All All

Operating System Intel Compute Stick Stk1aw32sc Firmware sc0045 All All All

Hardware Intel Compute Stick Stk2m364cc - All All All
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Hardware Intel Compute Stick Stk2m364cc - All All All

Hardware Intel Compute Stick Stk2m364cc - All All All

Operating System Intel Compute Stick Stk2m364cc Firmware ccsklm30.86a.0062 All All All

Operating System Intel Compute Stick Stk2m364cc Firmware ccsklm30.86a.0062 All All All

Hardware Intel Compute Stick Stk2m3w64cc - All All All

Hardware Intel Compute Stick Stk2m3w64cc - All All All

Operating System Intel Compute Stick Stk2m3w64cc Firmware ccsklm30.86a.0062 All All All

Operating System Intel Compute Stick Stk2m3w64cc Firmware ccsklm30.86a.0062 All All All

Hardware Intel Nuc 7 Enthusiast Pc Nuc7i7bnhxg - All All All

Hardware Intel Nuc 7 Enthusiast Pc Nuc7i7bnhxg - All All All

Operating System Intel Nuc 7 Enthusiast Pc Nuc7i7bnhxg Firmware bnkbl357.86a.0081 All All All

Operating System Intel Nuc 7 Enthusiast Pc Nuc7i7bnhxg Firmware bnkbl357.86a.0081 All All All

Hardware Intel Nuc 7 Essential Pc Nuc7cjysal - All All All

Hardware Intel Nuc 7 Essential Pc Nuc7cjysal - All All All

Operating System Intel Nuc 7 Essential Pc Nuc7cjysal Firmware jyglkcpx.86a.0053 All All All

Operating System Intel Nuc 7 Essential Pc Nuc7cjysal Firmware jyglkcpx.86a.0053 All All All

Hardware Intel Nuc 7 Home A Mini Pc Nuc7i3bnhxf - All All All

Hardware Intel Nuc 7 Home A Mini Pc Nuc7i3bnhxf - All All All

Operating System Intel Nuc 7 Home A Mini Pc Nuc7i3bnhxf Firmware bnkbl357.86a.0081 All All All

Operating System Intel Nuc 7 Home A Mini Pc Nuc7i3bnhxf Firmware bnkbl357.86a.0081 All All All

Hardware Intel Nuc 7 Home A Mini Pc Nuc7i5bnhxf - All All All

Hardware Intel Nuc 7 Home A Mini Pc Nuc7i5bnhxf - All All All

Operating System Intel Nuc 7 Home A Mini Pc Nuc7i5bnhxf Firmware bnkbl357.86a.0081 All All All

Operating System Intel Nuc 7 Home A Mini Pc Nuc7i5bnhxf Firmware bnkbl357.86a.0081 All All All

Hardware Intel Nuc 7 Home A Mini Pc Nuc7i5bnkp - All All All

Hardware Intel Nuc 7 Home A Mini Pc Nuc7i5bnkp - All All All

Operating System Intel Nuc 7 Home A Mini Pc Nuc7i5bnkp Firmware bnkbl357.86a.0081 All All All

Operating System Intel Nuc 7 Home A Mini Pc Nuc7i5bnkp Firmware bnkbl357.86a.0081 All All All

Hardware Intel Nuc 8 Business Pc Nuc8i7hnkqc - All All All

Hardware Intel Nuc 8 Business Pc Nuc8i7hnkqc - All All All

Operating System Intel Nuc 8 Business Pc Nuc8i7hnkqc Firmware hnkbli70.86a.0059 All All All

Operating System Intel Nuc 8 Business Pc Nuc8i7hnkqc Firmware hnkbli70.86a.0059 All All All

Hardware Intel Nuc 8 Enthusiast Pc Nuc8i7bekqa - All All All

Hardware Intel Nuc 8 Enthusiast Pc Nuc8i7bekqa - All All All

Operating System Intel Nuc 8 Enthusiast Pc Nuc8i7bekqa Firmware becfl357.86a.0077 All All All

Operating System Intel Nuc 8 Enthusiast Pc Nuc8i7bekqa Firmware becfl357.86a.0077 All All All
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Hardware Intel Nuc 8 Home Pc Nuc8i3cysm - All All All

Hardware Intel Nuc 8 Home Pc Nuc8i3cysm - All All All

Operating System Intel Nuc 8 Home Pc Nuc8i3cysm Firmware cycnli35.86a.0044 All All All

Operating System Intel Nuc 8 Home Pc Nuc8i3cysm Firmware cycnli35.86a.0044 All All All

Hardware Intel Nuc 8 Mainstream-g Kit Nuc8i5inh - All All All

Hardware Intel Nuc 8 Mainstream-g Kit Nuc8i5inh - All All All

Operating System Intel Nuc 8 Mainstream-g Kit Nuc8i5inh Firmware inwhl357.0036 All All All

Operating System Intel Nuc 8 Mainstream-g Kit Nuc8i5inh Firmware inwhl357.0036 All All All

Hardware Intel Nuc 8 Mainstream-g Kit Nuc8i7inh - All All All

Hardware Intel Nuc 8 Mainstream-g Kit Nuc8i7inh - All All All

Operating System Intel Nuc 8 Mainstream-g Kit Nuc8i7inh Firmware inwhl357.0036 All All All

Operating System Intel Nuc 8 Mainstream-g Kit Nuc8i7inh Firmware inwhl357.0036 All All All

Hardware Intel Nuc 8 Mainstream-g Mini Pc Nuc8i7inh - All All All

Hardware Intel Nuc 8 Mainstream-g Mini Pc Nuc8i7inh - All All All

Operating System Intel Nuc 8 Mainstream-g Mini Pc Nuc8i7inh Firmware inwhl357.0036 All All All

Operating System Intel Nuc 8 Mainstream-g Mini Pc Nuc8i7inh Firmware inwhl357.0036 All All All

Hardware Intel Nuc 8 Rugged Kit Nuc8cchkr - All All All

Hardware Intel Nuc 8 Rugged Kit Nuc8cchkr - All All All

Operating System Intel Nuc 8 Rugged Kit Nuc8cchkr Firmware chaplcel.0047 All All All

Operating System Intel Nuc 8 Rugged Kit Nuc8cchkr Firmware chaplcel.0047 All All All

Hardware Intel Nuc Board D34010wyb - All All All

Hardware Intel Nuc Board D34010wyb - All All All

Operating System Intel Nuc Board D34010wyb Firmware wylpt10h.86a.0054 All All All

Operating System Intel Nuc Board D34010wyb Firmware wylpt10h.86a.0054 All All All

Hardware Intel Nuc Board D54250wyb - All All All

Hardware Intel Nuc Board D54250wyb - All All All

Operating System Intel Nuc Board D54250wyb Firmware wylpt10h.86a.0054 All All All

Operating System Intel Nuc Board D54250wyb Firmware wylpt10h.86a.0054 All All All

Hardware Intel Nuc Board De3815tybe - All All All

Hardware Intel Nuc Board De3815tybe - All All All

Operating System Intel Nuc Board De3815tybe Firmware tybyt20h.86a.0024 All All All

Operating System Intel Nuc Board De3815tybe Firmware tybyt20h.86a.0024 All All All

Hardware Intel Nuc Board Nuc5i3mybe - All All All

Hardware Intel Nuc Board Nuc5i3mybe - All All All

Operating System Intel Nuc Board Nuc5i3mybe Firmware mybdwi30.86a.0057 All All All

Operating System Intel Nuc Board Nuc5i3mybe Firmware mybdwi30.86a.0057 All All All
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Operating System Intel Nuc Board Nuc5i3mybe Firmware mybdwi30.86a.0057 All All All

Hardware Intel Nuc Board Nuc5i5mybe - All All All

Hardware Intel Nuc Board Nuc5i5mybe - All All All

Operating System Intel Nuc Board Nuc5i5mybe Firmware mybdwi5v.86a.0056 All All All

Operating System Intel Nuc Board Nuc5i5mybe Firmware mybdwi5v.86a.0056 All All All

Hardware Intel Nuc Board Nuc7i3dnbe - All All All

Hardware Intel Nuc Board Nuc7i3dnbe - All All All

Operating System Intel Nuc Board Nuc7i3dnbe Firmware dnkbli30.86a.0067 All All All

Operating System Intel Nuc Board Nuc7i3dnbe Firmware dnkbli30.86a.0067 All All All

Hardware Intel Nuc Board Nuc7i5dnbe - All All All

Hardware Intel Nuc Board Nuc7i5dnbe - All All All

Operating System Intel Nuc Board Nuc7i5dnbe Firmware dnkbli5v.86a.0067 All All All

Operating System Intel Nuc Board Nuc7i5dnbe Firmware dnkbli5v.86a.0067 All All All

Hardware Intel Nuc Board Nuc7i7dnbe - All All All

Hardware Intel Nuc Board Nuc7i7dnbe - All All All

Operating System Intel Nuc Board Nuc7i7dnbe Firmware dnkbli7v.86a.0067 All All All

Operating System Intel Nuc Board Nuc7i7dnbe Firmware dnkbli7v.86a.0067 All All All

Hardware Intel Nuc Board Nuc8cchb - All All All

Hardware Intel Nuc Board Nuc8cchb - All All All

Operating System Intel Nuc Board Nuc8cchb Firmware chaplcel.0047 All All All

Operating System Intel Nuc Board Nuc8cchb Firmware chaplcel.0047 All All All

Hardware Intel Nuc Kit D34010wyk - All All All

Hardware Intel Nuc Kit D34010wyk - All All All

Hardware Intel Nuc Kit D34010wykh - All All All

Hardware Intel Nuc Kit D34010wykh - All All All

Operating System Intel Nuc Kit D34010wykh Firmware wylpt10h.86a.0054 All All All

Operating System Intel Nuc Kit D34010wykh Firmware wylpt10h.86a.0054 All All All

Operating System Intel Nuc Kit D34010wyk Firmware wylpt10h.86a.0054 All All All

Operating System Intel Nuc Kit D34010wyk Firmware wylpt10h.86a.0054 All All All

Hardware Intel Nuc Kit D54250wyk - All All All

Hardware Intel Nuc Kit D54250wyk - All All All

Hardware Intel Nuc Kit D54250wykh - All All All

Hardware Intel Nuc Kit D54250wykh - All All All
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Hardware Intel Nuc Kit Nuc7i7dnke - All All All

Hardware Intel Nuc Kit Nuc7i7dnke - All All All

Operating System Intel Nuc Kit Nuc7i7dnke Firmware dnkbli7v.86a.0067 All All All

Operating System Intel Nuc Kit Nuc7i7dnke Firmware dnkbli7v.86a.0067 All All All

Hardware Intel Nuc Kit Nuc7pjyh - All All All

Hardware Intel Nuc Kit Nuc7pjyh - All All All

Operating System Intel Nuc Kit Nuc7pjyh Firmware jyglkcpx.86a.0053 All All All

Operating System Intel Nuc Kit Nuc7pjyh Firmware jyglkcpx.86a.0053 All All All

Hardware Intel Nuc Kit Nuc8i7bek - All All All

Hardware Intel Nuc Kit Nuc8i7bek - All All All

Operating System Intel Nuc Kit Nuc8i7bek Firmware becfl357.86a.0077 All All All

Operating System Intel Nuc Kit Nuc8i7bek Firmware becfl357.86a.0077 All All All

Hardware Intel Nuc Kit Nuc8i7hnk - All All All

Hardware Intel Nuc Kit Nuc8i7hnk - All All All

Operating System Intel Nuc Kit Nuc8i7hnk Firmware hnkbli70.86a.0059 All All All

Operating System Intel Nuc Kit Nuc8i7hnk Firmware hnkbli70.86a.0059 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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