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Summary

CVE CVE-2020-0543

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-15 14:15:00 UTC

Updated 2023-11-07 03:13:00 UTC

Description Incomplete cleanup from specific special register read operations in some Intel(R) Processors may allow an authenticated user to potentially enable information disclosure via local access.

Risk And Classification

Problem Types: CWE-459

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.10 All All All

Operating System Canonical Ubuntu Linux 20.04 All All All

Operating System Canonical Ubuntu Linux 12.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.10 All All All

Operating System Canonical Ubuntu Linux 20.04 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Hardware Intel Celeron 1000m - All All All
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Hardware Intel Celeron 1000m - All All All

Hardware Intel Celeron 1000m - All All All

Hardware Intel Celeron 1005m - All All All

Hardware Intel Celeron 1005m - All All All

Hardware Intel Celeron 1007u - All All All

Hardware Intel Celeron 1007u - All All All

Hardware Intel Celeron 1017u - All All All

Hardware Intel Celeron 1017u - All All All

Hardware Intel Celeron 1019y - All All All

Hardware Intel Celeron 1019y - All All All

Hardware Intel Celeron 1020e - All All All

Hardware Intel Celeron 1020e - All All All

Hardware Intel Celeron 1020m - All All All

Hardware Intel Celeron 1020m - All All All

Hardware Intel Celeron 1037u - All All All

Hardware Intel Celeron 1037u - All All All

Hardware Intel Celeron 1047ue - All All All

Hardware Intel Celeron 1047ue - All All All

Hardware Intel Celeron 2955u - All All All

Hardware Intel Celeron 2955u - All All All

Hardware Intel Celeron 2957u - All All All

Hardware Intel Celeron 2957u - All All All

Hardware Intel Celeron 2970m - All All All

Hardware Intel Celeron 2970m - All All All

Hardware Intel Celeron 2980u - All All All

Hardware Intel Celeron 2980u - All All All

Hardware Intel Celeron 2981u - All All All

Hardware Intel Celeron 2981u - All All All

Hardware Intel Celeron 3755u - All All All

Hardware Intel Celeron 3755u - All All All

Hardware Intel Celeron 3765u - All All All

Hardware Intel Celeron 3765u - All All All

Hardware Intel Celeron 3855u - All All All

Hardware Intel Celeron 3855u - All All All

Hardware Intel Celeron 3865u - All All All

Hardware Intel Celeron 3865u - All All All
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Hardware Intel Celeron 3955u - All All All

Hardware Intel Celeron 3955u - All All All

Hardware Intel Celeron 3965u - All All All

Hardware Intel Celeron 3965u - All All All

Hardware Intel Celeron 3965y - All All All

Hardware Intel Celeron 3965y - All All All

Hardware Intel Celeron 5305u - All All All

Hardware Intel Celeron 5305u - All All All

Hardware Intel Celeron 725c - All All All

Hardware Intel Celeron 725c - All All All

Hardware Intel Celeron 927ue - All All All

Hardware Intel Celeron 927ue - All All All

Hardware Intel Celeron G1610 - All All All

Hardware Intel Celeron G1610 - All All All

Hardware Intel Celeron G1610t - All All All

Hardware Intel Celeron G1610t - All All All

Hardware Intel Celeron G1620 - All All All

Hardware Intel Celeron G1620 - All All All

Hardware Intel Celeron G1620t - All All All

Hardware Intel Celeron G1620t - All All All

Hardware Intel Celeron G1630 - All All All

Hardware Intel Celeron G1630 - All All All

Hardware Intel Celeron G1820 - All All All

Hardware Intel Celeron G1820 - All All All

Hardware Intel Celeron G1820t - All All All

Hardware Intel Celeron G1820t - All All All

Hardware Intel Celeron G1830 - All All All

Hardware Intel Celeron G1830 - All All All

Hardware Intel Celeron G1840 - All All All

Hardware Intel Celeron G1840 - All All All

Hardware Intel Celeron G1840t - All All All

Hardware Intel Celeron G1840t - All All All

Hardware Intel Celeron G1850 - All All All

Hardware Intel Celeron G1850 - All All All

Hardware Intel Celeron G3900 - All All All

Hardware Intel Celeron G3900 - All All All
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Hardware Intel Celeron G3900 - All All All

Hardware Intel Celeron G3900t - All All All

Hardware Intel Celeron G3900t - All All All

Hardware Intel Celeron G3900te - All All All

Hardware Intel Celeron G3900te - All All All

Hardware Intel Celeron G3902e - All All All

Hardware Intel Celeron G3902e - All All All

Hardware Intel Celeron G3920 - All All All

Hardware Intel Celeron G3920 - All All All

Hardware Intel Celeron G3920t - All All All

Hardware Intel Celeron G3920t - All All All

Hardware Intel Celeron G3930e - All All All

Hardware Intel Celeron G3930e - All All All

Hardware Intel Celeron G3930te - All All All

Hardware Intel Celeron G3930te - All All All

Hardware Intel Celeron G3940 - All All All

Hardware Intel Celeron G3940 - All All All

Hardware Intel Celeron G4900 - All All All

Hardware Intel Celeron G4900 - All All All

Hardware Intel Celeron G4900t - All All All

Hardware Intel Celeron G4900t - All All All

Hardware Intel Celeron G4920 - All All All

Hardware Intel Celeron G4920 - All All All

Hardware Intel Celeron G4930 - All All All

Hardware Intel Celeron G4930 - All All All

Hardware Intel Celeron G4950 - All All All

Hardware Intel Celeron G4950 - All All All

Hardware Intel Core 4205u - All All All

Hardware Intel Core 4205u - All All All

Hardware Intel Core 4410y - All All All

Hardware Intel Core 4410y - All All All

Hardware Intel Core 4415y - All All All

Hardware Intel Core 4415y - All All All

Hardware Intel Core 5405u - All All All

Hardware Intel Core 5405u - All All All

Hardware Intel Core 8269u - All All All
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Hardware Intel Core 8269u - All All All

Hardware Intel Core 9300h - All All All

Hardware Intel Core 9300h - All All All

Hardware Intel Core 9750hf - All All All

Hardware Intel Core 9750hf - All All All

Hardware Intel Core I3-2115c - All All All

Hardware Intel Core I3-2115c - All All All

Hardware Intel Core I3-3110m - All All All

Hardware Intel Core I3-3110m - All All All

Hardware Intel Core I3-3115c - All All All

Hardware Intel Core I3-3115c - All All All

Hardware Intel Core I3-3120m - All All All

Hardware Intel Core I3-3120m - All All All

Hardware Intel Core I3-3120me - All All All

Hardware Intel Core I3-3120me - All All All

Hardware Intel Core I3-3130m - All All All

Hardware Intel Core I3-3130m - All All All

Hardware Intel Core I3-3210 - All All All

Hardware Intel Core I3-3210 - All All All

Hardware Intel Core I3-3217u - All All All

Hardware Intel Core I3-3217u - All All All

Hardware Intel Core I3-3217ue - All All All

Hardware Intel Core I3-3217ue - All All All

Hardware Intel Core I3-3220 - All All All

Hardware Intel Core I3-3220 - All All All

Hardware Intel Core I3-3220t - All All All

Hardware Intel Core I3-3220t - All All All

Hardware Intel Core I3-3225 - All All All

Hardware Intel Core I3-3225 - All All All

Hardware Intel Core I3-3227u - All All All

Hardware Intel Core I3-3227u - All All All

Hardware Intel Core I3-3229y - All All All

Hardware Intel Core I3-3229y - All All All

Hardware Intel Core I3-3240 - All All All

Hardware Intel Core I3-3240 - All All All
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Hardware Intel Core I3-3240t - All All All

Hardware Intel Core I3-3240t - All All All

Hardware Intel Core I3-3245 - All All All

Hardware Intel Core I3-3245 - All All All

Hardware Intel Core I3-3250 - All All All

Hardware Intel Core I3-3250 - All All All

Hardware Intel Core I3-3250t - All All All

Hardware Intel Core I3-3250t - All All All

Hardware Intel Core I3-4005u - All All All

Hardware Intel Core I3-4005u - All All All

Hardware Intel Core I3-4010u - All All All

Hardware Intel Core I3-4010u - All All All

Hardware Intel Core I3-4010y - All All All

Hardware Intel Core I3-4010y - All All All

Hardware Intel Core I3-4012y - All All All

Hardware Intel Core I3-4012y - All All All

Hardware Intel Core I3-4020y - All All All

Hardware Intel Core I3-4020y - All All All

Hardware Intel Core I3-4025u - All All All

Hardware Intel Core I3-4025u - All All All

Hardware Intel Core I3-4030u - All All All

Hardware Intel Core I3-4030u - All All All

Hardware Intel Core I3-4030y - All All All

Hardware Intel Core I3-4030y - All All All

Hardware Intel Core I3-4100m - All All All

Hardware Intel Core I3-4100m - All All All

Hardware Intel Core I3-4100u - All All All

Hardware Intel Core I3-4100u - All All All

Hardware Intel Core I3-4110m - All All All

Hardware Intel Core I3-4110m - All All All

Hardware Intel Core I3-4120u - All All All

Hardware Intel Core I3-4120u - All All All

Hardware Intel Core I3-4130 - All All All

Hardware Intel Core I3-4130 - All All All

Hardware Intel Core I3-4130t - All All All

Hardware Intel Core I3-4130t - All All All
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Operating System Siemens Simatic Ipc347e Firmware All All All All

Hardware Siemens Simatic Ipc427d - All All All

Operating System Siemens Simatic Ipc427d Firmware All All All All
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Operating System Siemens Simatic Ipc427e Firmware All All All All
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Operating System Siemens Simatic Ipc477d Firmware All All All All
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Operating System Siemens Simatic Ipc847e Firmware All All All All

Hardware Siemens Simatic Itp1000 - All All All
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Hardware Siemens Simatic Itp1000 - All All All

Operating System Siemens Simatic Itp1000 Firmware All All All All

Hardware Siemens Simotion P320-4e - All All All

Operating System Siemens Simotion P320-4e Firmware All All All All

Hardware Siemens Simotion P320-4s - All All All

Operating System Siemens Simotion P320-4s Firmware All All All All

References

Reference

USN-4388-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

cert-portal.siemens.com/productcert/pdf/ssa-534763.pdf

McAfee Security Bulletin - Threat Intelligence Exchange Server update fixes five third-party vulnerabilities (CVE-2019-3738, CVE-2020-0543, CVE-2020-0549, CVE-2020-2781, and CVE-2020-2830)

[security-announce] openSUSE-SU-2020:0985-1: important: Security update

[SECURITY] Fedora 32 Update: microcode_ctl-2.1-39.3.fc32 - package-announce - Fedora Mailing-Lists

USN-4393-1: Linux kernel vulnerabilities | Ubuntu security notices

[SECURITY] Fedora 31 Update: kernel-headers-5.6.18-200.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: microcode_ctl-2.1-39.3.fc32 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: microcode_ctl-2.1-39.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 32 Update: microcode_ctl-2.1-39.fc32 - package-announce - Fedora Mailing-Lists

USN-4391-1: Linux kernel vulnerabilities | Ubuntu security notices

[SECURITY] Fedora 32 Update: microcode_ctl-2.1-39.fc32 - package-announce - Fedora Mailing-Lists

[security-announce] openSUSE-SU-2020:0818-1: important: Security update

USN-4392-1: Linux kernel vulnerabilities | Ubuntu security notices

INTEL-SA-00320

[security-announce] openSUSE-SU-2020:0965-1: important: Security update

USN-4390-1: Linux kernel vulnerabilities | Ubuntu security notices

[SECURITY] Fedora 31 Update: microcode_ctl-2.1-39.fc31 - package-announce - Fedora Mailing-Lists

USN-4385-1: Intel Microcode vulnerabilities | Ubuntu security notices | Ubuntu

USN-4389-1: Linux kernel vulnerabilities | Ubuntu security notices

[SECURITY] Fedora 31 Update: kernel-headers-5.6.18-200.fc31 - package-announce - Fedora Mailing-Lists

USN-4387-1: Linux kernel vulnerabilities | Ubuntu security notices

oss-security - Flatcar membership on the linux-distros list

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

159327 Oracle Enterprise Linux Security Update for microcode_ctl (ELSA-2021-3027)

159328 Oracle Enterprise Linux Security Update for microcode_ctl (ELSA-2021-3028)

174983 SUSE Enterprise Linux Security Update for sca-patterns-sle11 (SUSE-SU-2021:1497-1)

198943 Ubuntu Security Notification for Xen Vulnerabilities (USN-5617-1)

239533 Red Hat Update for microcode_ctl (RHSA-2021:3029)

239534 Red Hat Update for microcode_ctl (RHSA-2021:3028)

239535 Red Hat Update for microcode_ctl (RHSA-2021:3027)

239569 Red Hat Update for microcode_ctl (RHSA-2021:3176)

239598 Red Hat Update for microcode_ctl (RHSA-2021:3364)

257102 CentOS Security Update for microcode_ctl (CESA-2021:3028)

352300 Amazon Linux Security Advisory for kernel: ALAC2012-2020-020

353139 Amazon Linux Security Advisory for kernel : ALAS2KERNEL-5.4-2022-012

377038 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2020:0198)

377088 Alibaba Cloud Linux Security Update for microcode_ctl (ALINUX2-SA-2021:0047)

377112 Alibaba Cloud Linux Security Update for microcode_ctl (ALINUX3-SA-2021:0057)

377551 Alibaba Cloud Linux Security Update for microcode_ctl (ALINUX2-SA-2020:0098)

378879 Citrix XenServer Security Updates (CTX275165)

390265 Oracle Managed Virtualization (VM) Server for x86 Security Update for microcode_ctl (OVMSA-2022-0020)

500789 Alpine Linux Security Update for xen

501509 Alpine Linux Security Update for xen

504533 Alpine Linux Security Update for xen

670185 EulerOS Security Update for kernel (EulerOS-SA-2021-1684)

690390 Free Berkeley Software Distribution (FreeBSD) Security Update for intel cpu issues (fbcba194-ac7d-11ea-8b5e-b42e99a1b9c3)

750376 OpenSUSE Security Update for RT kernel (openSUSE-SU-2021:0242-1)

940391 AlmaLinux Security Update for microcode_ctl (ALSA-2021:3027)

960737 Rocky Linux Security Update for microcode_ctl (RLSA-2021:3027)

http://cve.report/qid/159327
http://cve.report/qid/159328
http://cve.report/qid/174983
http://cve.report/qid/198943
http://cve.report/qid/239533
http://cve.report/qid/239534
http://cve.report/qid/239535
http://cve.report/qid/239569
http://cve.report/qid/239598
http://cve.report/qid/257102
http://cve.report/qid/352300
http://cve.report/qid/353139
http://cve.report/qid/377038
http://cve.report/qid/377088
http://cve.report/qid/377112
http://cve.report/qid/377551
http://cve.report/qid/378879
http://cve.report/qid/390265
http://cve.report/qid/500789
http://cve.report/qid/501509
http://cve.report/qid/504533
http://cve.report/qid/670185
http://cve.report/qid/690390
http://cve.report/qid/750376
http://cve.report/qid/940391
http://cve.report/qid/960737


© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2020-0543
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


