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CVE CVE-2020-0549
State PUBLIC
Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-28 01:15:00 UTC
Updated 2023-11-07 03:13:00 UTC
Description Cleanup errors in some data cache evictions for some Intel(R) Processors may allow an authenticated user to potentially er

/ |

1|

Risk And Classification

Problem Types: CWE-404

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.10 All All All
Operating System Canonical Ubuntu Linux 20.04 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 11.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 32 All All All
Hardware Intel Celeron 3855u - All All All
Hardware Intel Celeron 3855u - All All All
Operating System Intel Celeron 3855u Firmware - All All All
Operating System Intel Celeron 3855u Firmware - All All All
Hardware Intel Celeron 3865u - All All All
Hardware Intel Celeron 3865u - All All All
Operating System Intel Celeron 3865u Firmware - All All All
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Operating System Intel Xeon W-3275m Firmware - All All All
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Operating System Intel Xeon W-3275 Firmware - All All All
Operating System Opensuse Leap 15.1 All All All
Reference

[security-announce] openSUSE-SU-2020:0791-1: moderate: Security update f

INTEL-SA-00329

McAfee Security Bulletin - Threat Intelligence Exchange Server update fixes five third-party vulnerabilities (CVE-2019-3738, CVE-2020-0543,
Intel SA-00329 Processor Vulnerabilities in NetApp Products | NetApp Product Security

Debian -- Security Information -- DSA-4701-1 intel-microcode

[SECURITY] Fedora 31 Update: microcode_ctl-2.1-39.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: microcode_ctl-2.1-39.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: microcode_ctl-2.1-39.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: microcode_ctl-2.1-39.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 2248-1] intel-microcode security update

USN-4385-1: Intel Microcode vulnerabilities | Ubuntu security notices | Ubuntu

CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

12304 McAfee Web Gateway Product Multiple Vulnerabilities (WP-2326,WP-3443)
159327 Oracle Enterprise Linux Security Update for microcode_ctl (ELSA-2021-3027)
159328 Oracle Enterprise Linux Security Update for microcode_ctl (ELSA-2021-3028)
239533 Red Hat Update for microcode_ctl (RHSA-2021:3029)

239534 Red Hat Update for microcode_ctl (RHSA-2021:3028)

239535 Red Hat Update for microcode_ctl (RHSA-2021:3027)

239569 Red Hat Update for microcode_ctl (RHSA-2021:3176)

239598 Red Hat Update for microcode_ctl (RHSA-2021:3364)
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http://lists.opensuse.org/opensuse-security-announce/2020-06/msg00016.html
https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00329.html
https://kc.mcafee.com/corporate/index?page=content&id=SB10318
https://security.netapp.com/advisory/ntap-20200210-0004/
https://www.debian.org/security/2020/dsa-4701
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/DT2VKDMQ3I37NBNJ256A2EXR7OJHXXKZ/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/T5OUM24ZC43G4IDT3JUCIHJTSDXJSK6Y/
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https://lists.debian.org/debian-lts-announce/2020/06/msg00019.html
https://usn.ubuntu.com/4385-1/
https://www.cve.org/CVERecord?id=CVE-2020-0549
https://nvd.nist.gov/vuln/detail/CVE-2020-0549
http://cve.report/qid/12304
http://cve.report/qid/159327
http://cve.report/qid/159328
http://cve.report/qid/239533
http://cve.report/qid/239534
http://cve.report/qid/239535
http://cve.report/qid/239569
http://cve.report/qid/239598

257102 CentOS Security Update for microcode_ctl (CESA-2021:3028)

377088 Alibaba Cloud Linux Security Update for microcode_ctl (ALINUX2-SA-2021:0047)

377112 Alibaba Cloud Linux Security Update for microcode_ctl (ALINUX3-SA-2021:0057)

377551 Alibaba Cloud Linux Security Update for microcode_ctl (ALINUX2-SA-2020:0098)

390265 Oracle Managed Virtualization (VM) Server for x86 Security Update for microcode_ctl (OVMSA-2022-0020)
940391 AlmaLinux Security Update for microcode_ctl (ALSA-2021:3027)

960737 Rocky Linux Security Update for microcode_ctl (RLSA-2021:3027)
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